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Foreword
How can we effectively use informa-

tion and communication technolo-
gies to reach the people we want to 
reach, inform them, create and share 
information? These are some of the 
questions women from women’s orga-
nizations in Central and Eastern Europe 
had when they approached the trainers 
of WITT requesting training. They did 
not want to be technical geniuses; in 
fact most of the women seeking train-
ing were working in professional areas 
within their non-governmental organiza-
tions (NGOs). They wanted something 
sharp, easy, simple and effective.

Hundreds of women have received 
WITT training since 2001. These 

are women who work to stop family 
violence, shelter girls, train women to 
become plumber, use art for political 
activism or collect the cultural heritage 
of the women’s movement. They live in 
Serbia, Macedonia, Croatia, Bulgaria, 
Romania, the Czech Republic and Bos-
nia and Herzegovina. They need tools 
that work. Each has contributed to 
the knowledge you find in this toolkit. 
WITT trainers learn from women what 
the knowledge needs are. Then train-
ers provide women with the tools they 
need, for the purposes they need them 
for. That is how WITT has remained 
relevant, while Internet technologies 
change constantly. 

Now you are about to embark on 
a WITT training. With this toolkit, 

you can learn a variety of tools, tips 
and strategies on how to use ICT in a 
strategic, powerful and political way. 
Communicating effectively, writing for 
the web, ICT tools, searching tricks 
and netiquette rules, free software, 
Internet security and web accessibil-
ity – all these and more are included in 
this toolkit. Some of them basic, others 
– more advanced. Some are strategy-
oriented, others – providing rules and 
guidelines. But they all in their combi-
nation help to produce a change in the 
perception of technology, technology 
that includes women's values. 

Enjoy the training. And afterwards, 
give us feedback! The process of 

learning will always be interactive, and 
we value your opinion.

The editors
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In a computer-mediated world, infor-
mation and written publications be-

come more and more detached from 
their authors. When creating a work 
like this toolkit, we asked ourselves 
whether we could name ourselves its 
real authors. Many parts of the modules 
in this toolkit have been based on our 
personal experience during the numer-
ous WITT training events, organised 
for women from different countries. 
They contain some of the handouts 
and notes we took from discussions 
and training sessions. However, other 
parts have been created on the ba-
sis of training kits available on the net 
(such as the GIMP module, based on 
Akanna Peck's online course) and col-
laborative work among WITT trainers.

In this respect, we would like to thank 
many people who have taken part in 

the writing, editing, designing, com-
menting and proof-reading this manual. 
First we would like to thank the WITT 
training participants who, since 2003, 
have inspired us to develop the WITT 
training methodology and its modules. 
We would like particularly to thank Di-
ana Nikolova, Mathieu Lutfy, Maria 
Velichkova, Rayna Ivanova, Stepany 
Doris, Stephen Murphy and Tatyana 
Goranova for all the great work they 
put into the production process.

Acknowledgments
We would also like to express our 

thanks to Hivos, our funder, and 
to the International Information Center 
and Archives for the Women's Move-
ment - IIAV, and Lin McDevitt-Pugh in 
particular, for their continuous support 
in making this manual a reality.

This toolkit is an attempt to enhance 
the competence of women's orga-

nizations to capture strategic aspects 
of ICT. By using the toolkit, they can 
improve the quality of the content they 
publish on the web, enabling them to 
highlight their struggles and reach a big-
ger audience. The modules are in con-
tinuous process of being updated, and 
we believe we will be able to republish 
this book again and again in the coming 
years, to keep our readers up to date.

Christina Haralanova 
and Joelle Palmieri
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ICTs as strategic tools for activism 
through knowledge sharing;

To build the capacity of women’s orga-2. 
nizations through providing knowledge 
for ICT skills development;

To make the work of women's organi-3. 
zations visible and accessible by pro-
viding an open ICT platform for net-
working, exchange and debate;

To create strategic partnerships with 4. 
other organizations in the area of ICT, 
aiming at advocacy for social transfor-
mation;

To educate the broader public on the 5. 
impact of the ICT strategies and ef-
fective processes of its implementa-
tion on economical, social and political 
situation of women’s lives in Europe.

To fulfill these objectives WITT provides 
women’s organizations and activists with 
training in design and delivery, toolkits, 
skills development programmes, consul-
tancy, a web portal, a hosting server, re-
search, and a platform for exchange of in-
formation, experience and good practices 
at local, and regional level.  

W"at i' a WITT 
Training- 

A WITT training is an open space[1], 
where women and women’s non-

governmental organisations (WNGOs) 
can share knowledge and experience, 
with the intention of using information and 
communication technologies (ICT) in a 
strategic way. They help women use ICT 
to get visibility, to communicate with their 

Women’s Information Technology 
Transfer (WITT) is a European net-

work. Its mission is to promote Information 
and Communication Technologies (ICT) 
among women movements as strategic 
tools for social transformation, using gen-
der as a starting point.

WITT has a vision of Europe as a place of 
real democracy in power where genders 
are completely equal, and women are rec-
ognized as a driving force of the continent 
with their inputs to the society highlighted. 

In our work we value and apply a partici-
patory way of working, shared decision 
- making processes, transparent and con-
structive communication, creative dialog, 
respect and acceptance of mutual differ-
ences, continuous knowledge, expertise 
development and improvement, mutual 
exchange of knowledge methodologies 
and resources.

Nowadays WITT is networking Eastern 
and Western women's movements, with 
four  Focal Points (in Bulgaria, Macedonia, 
Serbia and the Czech Republic), a pool of 
qualified ICT women trainers and a history 
of offering professional local and interna-
tional trainings for women from women's 
organizations in more than 15 European 
countries. For the past three years WITT 
has been actively involved in developing 
a gender and ICT agenda in a number of 
Central and Eastern European countries, 
at the same time emphasizing cooperation 
across the EU divide. 

To achieve its goals, WITT’s stated objec-
tives are:

To increase the awareness of wom-1. 
en's organizations of the power of 

What is WITT?

[1] Under our definition, open space is a place to exchange, share knowledge and experience, 
where any debate on the sector can take place. In this sense training is a crossroad.
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target groups, partners, donors, to share 
experience and to ensure their projects’ 
sustainability and development.

WITT training aims at enhancing women's 
awareness of the need to use communica-
tion strategically and providing them with 
autonomy to create and disseminate their 
messages locally and worldwide, high-
lighting their practices and building and 
joining activists’ networks. WITT trainers 
wish to contribute to gender equality by 
highlighting women actions towards social 
change and by recognizing their inputs in 
the process of building democracy.

WITT has been organizing training activi-
ties at a local and international level in 
Central and Eastern Europe since 2001. 
WITT training policy is based on the over-
all WITT trainers’ experience, as well as 
on the outputs and recommendations of 
the Hivos WITT Project Evaluation Report 
from 2004 – 2005.

[1] Under our definition, open space is a 
place to exchange, share knowledge and 
experience, where any debate on the sec-
tor can take place0 In this sense training is 
a crossroad0

.ont0nt' an1 .on203t
WITT training puts the emphasis on strat-
egizing in communication for and by wom-
en. ICT are demystified, communication 
principles are taught and trainees learn 
ways and means of communicating effi-
ciently and in a way that can be under-
stood whatever the medium - text, pic-
ture, audio or video - is. Participants are 
taught editorial skills that best bring out 
their message and learn to autonomously 
publish information with few specific tech-
nical skills.

WITT transmits and shares knowledge 
and skills for enriching a common politi-

cal vision of ICT and gender. It motivates 
women to use ICT to get better access 
to instruments for creating equality. WITT 
also tries to provide tips to trainees so 
that they can be more strategic in their 
everyday contact with the computer and 
the Internet and to improve their commu-
nication. 

WITT training sessions pay special atten-
tion to the positive aspects of using Free 
Software. They involve an introduction to 
philosophy, principles and freedoms of 
Free Software and to the tools that are 
available, including CMS (Content Man-
agement Systems) for dynamic publica-
tion on the Web, Wikies and other useful 
software and operating systems. They 
also look at security issues for the protec-
tion of personal data on the Internet.

A WITT training is based on the specif-
ic needs of women from local WNGOs, 
which is gleaned from research under-
taken by the trainer prior to the training 
and summarized in a Needs Assessment 
Research Program. A WITT training is 
therefore responsive to local needs and 
its contents, form and levels of difficulty 
are directly related to the needs of the 
participants. 

In each country where WITT has orga-
nized its training sessions, the design of 
the training has a local nature. Howev-
er, the WITT methodology is global and 
it works every time, no matter what the 
specifics of the group may be.

Training 4rin2i3l0'
5#'3('16% 78!"  WITT deals with gender 
democracy. Therefore, it presents the 
positive aspects of the freedom of in-
formation, freedom of expression and 
software freedom. 
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5#'3('16% 98!"  WITT training sessions 
do not depend on the level of techni-
cal knowledge of participants. They 
can be useful for women with basic 
skills and for women with advanced 
computing skills. 

5#'3('16% :8!"  WITT training sessions 
use the synergy of the group rather 
than concentrate on individual learn-
ing. 

5#'3('16% ;8!"  WITT training sessions 
are designed to meet the needs of 
the group being trained. This flexibility 
also results from the needs assess-
ment prepared before the training.

5#'3('16% <8!"  WITT training sessions 
are efficient and practical, built in a 
way that women from WNGOs can 
adapt and develop their understand-
ing of mobilizing ICT in creating their 
own media in the course of a two to 
four-day event. They can and do start 
using their new skills, knowledge and 
their approach towards strategic com-
munication immediately. 

5#'3('16% =8!"  WITT training uses an 
active, hands-on approach, with an 
emphasis on authentic and collab-
orative assignments. During training, 
participants publish articles such as 
portraits or debate reports or press 
releases. 

WITT Train0r' 
A WITT trainer is a person who has both 
gender and ICT strategy awareness and 
skills relative to the area of using ICT 
strategically for gender justice and so-
cial change. She has diverse technical 
skills related to topics such as gender 
expertise, communication and informa-
tion issues, editorial work, the Internet 
and security, and Free and Open Source 

Software (FOSS). She is also open and 
receptive to enriching her gender and 
ICT expertise and personal training skills 
within the process of debate with the 
trainees. She is flexible in such a way 
that she can adapt to the specifics of the 
local situation and audience.

6o7 to 80t WITT 
Training-
Any WNGO can host a WITT training 
event, if its representative can show 
the willingness of the organization to 
develop an awareness of gender and 
ICT issues, agrees with the WITT train-
ing policy and can take the initiative to 
organize it on a local level. 

WITT training sessions are adapted to 
local needs and applies a NAP to de-
termine the local training requirements. 
WITT training sessions are usually or-
ganized by local WNGOs, who are 
aware of the local needs and have the 
capacity to render logistic support in 
the respective country or region.  

.onta2t WITT
If you wish to host a WITT training in 
your country (organisation) or to be-
come a WITT trainer, contact us at 
infoXwitt-project0net or visit http:%%
www0witt-project0net for more informa-
tion. 

Any woman, who is technically aware 
of ICT with a gender perspective, with 
an open mind and a curious nature, 
can apply to be a WITT trainer0
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80n10r 9igital 9i:i10
Networking between women online using 
ICT started in 1995 at Beijing 4th World 
Conference on Women. It illustrated how 
rapidly and efficiently women could reach 
out and support each other in time of a 
crisis, a very empowering moment for 
women worldwide. 

Indeed, the Beijing Conference marked 
a turning point in women's advocacy on 
communication and information issues. It 
broadened and deepened the discourse 
on women and communication that up to 
that moment had focused almost exclu-
sively on the negative and stereotypical 
images on women in media. 

Meanwhile, as a contribution to the Bei-
jing conference, the United Nations Com-
mission on Science and Technology for 
Development (UNCSTD) carried out a 
comprehensive set of studies on the re-
lationships between gender, science and 
technology, and development. 

Gender and ICT  
              

P r e f a c e

H
ow to define a gender perspective 

in the area of information and 

communication technologies and in 

the Information Society. This Preface of-

fers a base for a debate where every 

participant can prove experience but also 

improve her analysis of the field. Topics  

such as gender digital divide, freedom 

of expression or women communication 

rights will be discussed. 

Women's appropriation of informa-
tion and communication technolo-

gies (ICT) implies more than an eco-
nomic issue or political advocacy. With 
the emergence of content created and 
controlled by women, such as testimo-
nials of everyday life, exchange of good 
practices, or political analysis, ICT are 
becoming a great tool of reinforcement 
in the deconstruction of the patriarchal 
system, which unavoidably implies so-
cial change.

To understand the problem better, let’s 
go back to the beginning.…

This United Nations conference al-
lowed for the introduction of the con-
cept of women as key actors in the 
field of media but also at the level of 
using ICT for reinforcing women place 
in policy making0  
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The conclusions from this study revealed 
that there were significant gender differ-
ences in levels of access (connectivity), 
control, capacities, and contents (the 4C) 
accruing from a wide range of technologi-
cal developments. In regards to ICT in 
particular, the UNCSTD[1] review con-
cluded that the information revolution ap-
peared to be bypassing women, that in-
formation society literature was silent on 
gender issues, and that neither research 
nor practical projects in the information 
technology field had addressed particular   
circumstances of women. 

This statement, shared and ratified by the 
representatives of 186 countries, brings a 
new concept, the gender digital divide, 
to a starting point. From that time on, 
this term will be regularly used in official 
speeches. 

;loo<ing =2ono<i2 
>02tor
Nowadays, information and communica-
tion represent an economic sector with 
high rates of profit. Its derived products 
must be valued as merchandises, which 
override any notion of public service or 
common good, in which communication 

has been associated until now, as a rep-
resentative of freedom of expression, as 
a right to communicate, and as a view of 
the public opinion. Thus, it brings reper-
cussions in the social, economic, political 
and cultural spheres, having serious im-
plications towards the future of democrat-
ic life itself. 

We observe that the hyper concentration 
of resources reinforce the trend towards 
private monopolies and oligopolies in the 
communications industry. In many coun-
tries now, a few companies alone control 
the majority of the industry, although their 
original vocations were arms, building and 
water distribution… This observation de-
rives from the fact that technological de-
velopment is essentially used as a whole 
in the process of globalization. 

Since the beginning, the private sector is 
very engaged in the information society 
and participates in debates organized by 
the institutions, at the same level as civil 
society. Let's recall that the World Sum-
mit of the Information Society [2] (WSIS) 
was the first tripartite summit organized 
by the UN, meaning that it officially inte-
grated the private sector in negotiations. 

Many NGOs can thus testify that is has 
been more difficult for them to attend, 

 – Movement 
 and Policy
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and have their voices heard at this sum-
mit, compared to the Earth Summit or the 
World Summit Against Racism, for ex-
ample.

In WSIS texts, we notice that e-employ-
ment and telecommuting are growing 
considerably. As women are concerned, 
the ICT must serve the labour market. 
They provide flexibility and availability to 
labour force, of which employers, forcibly 
men, will be able to dispose of to gener-
ate profit from their tools of production in 
whatever economic sector they are being 
used. In fact, jobs created by ICT, espe-
cially those for women, are mostly found 
in non-qualified fields with little added 
value. 

For example, the massive employment 
of women in call centers, in India among 
others, perpetuates the image of an un-
dermined position, often held by women. 

Also, the economy of information repro-
duces gender specific forms of segrega-
tion, men having the majority of highly 
qualified occupations, better compensat-
ed and well recognized.

.onn02ti:it?@ .a3a2it?@ 

.ontrol@ .ont0nt'
Although Josephine Ouedraogo, a former 
Acting Deputy Executive Secretary of the 
United Nations Economic Commission for 
Africa (ECA), insists on the necessary ac-
cess to information for women on maternal 
and infantil health, HIV/AIDS prevention, 
nutrition, human rights, environment pro-
tection, production techniques, employ-
ment and markets, she recognises that 
the control and content creation by the ICT 
remain fundamental. 

However, a study conducted in 2005 by 
the Enda-Synfev NGO in Francophone 
West Africa, which enabled the creation 
of the 4C indicator, recalls that the situa-
tion is seriously preoccupying in matters 
of control. Opportunities for women repre-
sent only a third of those for men.

In terms of connectivity, meaning physical 
and social access, the discrepancy is no-
ticeable but not as important. 

A020''ar? B0<ini't 
902o1ing
Sexist discrimination in information and 
communication via the Internet represents 
an issue of society to decipher. In fact, 
communication always remains on the 
edge between private and public. As such, 
it affects the bases that form the patriar-
chy, based on division, not only by class 
or race, but also by gender, a division that 
takes place between private and public 
spheres. 

In opposition to men, who are socially as-
signed to the public space, women find 
themselves in the positions of re-produc-
tion in the private, and production in the 
public. This dichotomy embodies the ped-
estal of the masculine domination. Commu-
nication, as understood in its etymological 
sense, derived from Latin ''communicare'' 
which means ''to put in common'', be-
comes very important in this sense. 

Women are marginalised only by a 
tenth in comparison to men, with the 
exception of the cell phone industry, 
where the inequality is played out in 
favour of young educated women0 
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As  private and public meet, women, just as 
communication, should hold similar roles. 
They put together information and knowl-
edge that serve to manage everyday life. 
However, in a system dominated by men, 
only the public sphere, not to say ''what 
is perceivable'', is valued. The women 
are also systematically and sociologically 
steered away from controlling and manag-
ing this public sphere, meant for expres-
sion and exchange. 

The same applies to the ICT, which are far 
from being simple tools, turning out to be 
actual issues for society, in which women 
are confronted, but not invited to discuss 
about. Furthermore, beyond the gender 
digital divide as it is put forth, we face the 
consumer/actor dialectics of a globalised 
society.

;r0aking D7a? Ero< 
I'olation an1 In:i'iFilit?
As we have just seen, the social link as-
sured on a daily basis by women remains 
rather unseen, as if it were invisible. And 
women are most often responsible for this 
situation. Also, new policies favouring the 
rupture of this invisibility are starting to 
reverse the trend. They help fill the need 
to flee from isolation, whose main victims 
are women. They would satisfy the need 
to come out from the shadow and to con-
solidate the means. ICT could hold a con-
siderable role since they are transnational, 

relatively affordable and easy to use. They 
would facilitate a renewal with the tradi-
tions of corresponding with open forums, 
or simply by exchanging.

So how do we grant the means to wom-
en's groups bearing economic, social, 
cultural and political alternatives, to offer 
some visibility to their practices, experi-
ences and knowledge? How do we part 
with men/women inequalities? How can 
ICT support and maintain the resistance? 
How to articulate the concepts and philos-
ophies of gender and the Internet?

Women's Subversion by Blogs
Early on, websites operated as newspa-
pers and personal journals. They aimed at 
reporting news or animating the dynamics 
of individual commentaries about every-
day life. Towards the end of the 1990s, a 
few of these still existed. 

According to Rebecca Blood [3] Septem-
ber 11, 2001 may have been a turning 
point in the emergence of what are now 
called blogs. This Internet practice has be-
come essential in sharing information and 
communication between people at a cru-
cial moment where traditional media failed 
to inform the general public of what was 
happening at the moment in New York. 
Concerned people wanted news from their 
friends, colleagues and family… They 
wanted to know if they were well. In fact, 
this North American tragedy turned out to 
be a revolution in terms of blogging as a 
means of communication and information.

The blogosphere has evolved consider-
ably since the beginning of the millennium. 
According to Technorati, a space for blog-
gers, the number of blogs doubles each 
semester. Throughout the world, a blog 

]ICT provide a space for creation and 
recreation0^

A Latin American trainee
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is created every second. They serve as a 
market place for political ideas, as person-
al diaries, and online meeting places. They 
are also used to pass the time. 

While there is no recent or complete study, 
which details the typology of the blogo-
sphere, data from blog provider Perseus 
showed that in September 2005 68% of 
blogs had been created by women and 
58% by people under 19 years of age [4].

In Iran for example, this phenomenon is 
all the more noticeable as feminist blogs 
are systematically and unilaterally shut 
down by authorities, especially the ones 
concerning blasts in the street, after which 
they are simply recreated. Blogging is ac-
knowledged by activists as bringing actual 
change in their means of resistance. As for 
the many Web sites, also threatened to be 
shut down at any moment, activists ''pro-
tect'' them by having previously integrated 
a mirroring system, which would allow to 
regenerate the existing contents under an-
other domain name, with another host; an 
acrobatic bypassing strategy.

How to explain this surge of blogs created 
by women? 

First of all, blogs differ greatly from !"
websites since they are ready to use, 
meaning that they do not require any 
technical notions to publish online. 
One simply has to choose a provider 
and pick an identity. 

Blogs then offer the advantage of !"
gathering technical opportunities, 
which would answer to at least three 
of their essential needs: personal ex-
pression, exchanging stories, interac-
tion and dialogue. 

They possess the particularity of !"
automatically documenting and ar-
chiving content, facilitating access. 

Further more, they offer these other key 
advantages over the Web:

The extent of the functionalities linked !"
to the interactivity with the user,

The capacity to create a sense of in-!"
timacy between the women, allowing 
dialogue on personal experiences, 
which would otherwise be much more 
difficult,

The hypertext granted between blog-!"
gers and the blog commentators: per-
malinks, retrolinks, and blogrolls.

ICT, Tools for Social Transformation

Until recently, women played a minor role 
in the field of the Internet, either as users 
or as editors of its content. Furthermore, 
most of them consider ICT as simple 
computer tools. 

At the WSIS, it is clear that women were 
not very implicated due to a lack of finance 
and especially due to a lack of compre-
hension of the process, of appreciation of 
the links between the problems at hand, 
as well as the general struggle of women 
to attain the gender equality. 

Today, Rebecca Blood estimates that 
__the cyberspace seems less hostile__. In 
the United States of America and in Can-
ada, women and men are represented in 
a more or less equal manner. Contrary to 
a few years ago, we now find abundance 
of content linked to women online. For ex-
ample, a quick search on Google on do-
mestic violence retrieves over 75 million 
Web sites, of which the 100 first discuss 
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university research, associations and le-
gal resources from the government.

Thanks to the Internet, women have cre-
ated networks that have enabled them 
to raise international public opinion in a 
better and quicker manner in regards to 
the discrimination and injustices to which 
they are subjected to locally. ICT now 
make it possible for women to fight for 
their political, economic and social recog-
nition. They now lay their own claims at 
UN world conferences. 

G0E0r0n20'H 

[1] UNCSTD a Gender Working Group 
CFF70 Gender Equality in Science and 
Technology for Development0 Ottawa%
London: IDRC%Intermediate Technology 
cited in Primo, 6IID

[2] The World Summit on the Informa-
tion Society dWSISe was a pair of United 
Nations-sponsored conferences about in-
formation, communication and, in broad 
terms, information society that took place 
in 6IID in Geneva and in 6II7 in Tunisia0 
One of its chief aims was to bridge the so-
called global digital divide separating rich 
countries from poor countries by spread-
ing access to the Internet in the develop-
ing world0

[3] Blood, Rebecca0 Weblogs:  A History 
and Perspective, Rebecca_s Pocket0 IE 
September 6III - http:%%www0rebecca-
blood0net%essays%weblogfhistory0html

[4] http:%%www0pewinternet0org%PPF%r%C==%
reportfdisplay0asp

= EE i2 i 0nt  I.T  I'0 
=Ja<3 l0 '

The Asian Human Rights Commis-

sion has sent out e-mails to sev-

eral progressive women_s defence 

groups in regards to __honour__ 

crimes perpetrated in Asia and it 

has published Web pages discuss-

ing these practices0
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A communication strategy is necessary in 
every gender project or program. It must 
be elaborated during writing the projects 
or programmes, it must call for and sup-
port meetings and dialogue amongst all 
partners and actors of a programme or 
project in all cases. This strategy must 
base itself on the methodology of the par-
ticipative approach and identify the tools 
for communication, which are the most ap-
propriate for its implementation.

However, we most often observe media 
planning rather than true communication 
strategies. The communication strategy 
does not consist of ''stirring'' media's at-
tention: a poster for unveiling a  workshop, 
radio and television coverage of an event, 
an interview with the project's coordinator 
or the field programme… The communica-
tion planning and implementation require 
a critical amount of time, of human and 
financial resources, as well as continuous 
and diversified activities. 

Concept of Communication
Communication is a dynamic process in 
which a communicator and a receiver ex-
change and share information, ideas, opin-
ions, feelings or reactions. This can take 
place at one of the following levels: 

K0t"o1olog?

In the context of gender, communication 
could be summed up with the following 

definition: 

Each communication activity must be pro-
grammed within a global strategy frame, 
taking into account research, definition 
of objectives, identification of the public, 
design of adapted messages, choice of 
broadcasting channels, follow up and retro 
information. Multimedia approaches pro-
duce the best results.

Communicat 
M o d u l e  1

This module aims to raise aware-
ness about the need to think about 
communication in a strategic way. 

A project without a communication strat-
egy has no future. It includes a review of 
target definition, use, media, messages 
and dissemination strategies.

T I P : It is important to dis-
tinguish the activities 

of the press as well as public relations 
from the concepts of communications0

9 0 E i n i t i o n H 

Gender communication is us-
ing the process of communication, of 
its techniques and media to help orga-
nizations towards change, to help the 
targeted public gain the knowledge and 
qualifications towards gender equality 
and to improve the efficiency of public 
interventions0
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Person to person or group:1.  known as 
interpersonal communication;

Organization2.  (within an institutional 
frame): a communicator can repre-
sent an institution within the frame of 
its function: known as institutional or 
organizational communication;

Mass3.  (receivers constitute a diversi-
fied and scattered group): known as 
mass communication.

The process of communication involves:

 Participants!"  (communicator/receiv-
er), each with their own motivations 
and capacities;

 !" Messages: a sequence of signs as-
sembled according to a known set of 
rules, which convey a meaning;

 Channels:!"  ways, which messages 
follow from the moment they are pro-
duced by the communicator to the 
moment they are received. In a given 
channel we can use one media;

 !" Effect or impact: results from the act 
of communicating;

 !" Feedback: retroaction of the receiver 
to the communicator's message;

Context:!"  physical, psychological, po-
litical and socio-cultural environments, 
in which a communication event takes 
place.

To carry out gender communication, we 
must elaborate strategies, which stem 
from good knowledge of the context or en-

vironment, summon resources, elaborate 
appropriate messages and organize their 
circulation towards or amongst the people 
concerned (target groups, beneficiaries, 
actors, participants) through channels and 
manage this process to generate a gender 
impact.

Elaboration of Communication 
Strategy

The elaboration of communication strat-
egies must seek its inspiration from the 
experience gained in matters of communi-
cating for gender.

1. First, programs must involve a commu-
nication item with well defined goals. 
The communication objectives must be 
realistic, precise, measurable and must 
involve a plan of execution with set de-
lays.

2. The study and the segmentation of the 
audience or of the target group is cru-
cial, since change is expected with the 
persons or groups. The opinions, be-
havior, lifestyle and reactions to mes-
sages, also differ from one group to 
another.

3. Research must be included in each crit-
ical phase of planning, execution and 
evaluation of an intervention of com-
munication. In the phase of planning, it 
provides the necessary information for 
strategic choices. Finally, research al-
lows to follow and evaluate an interven-
tion.

 ion Strategy
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4. Multimedia approaches are most ef-
ficient: communication is not reduced 
to the almighty media; it uses other for-
mal, informal, and interpersonal chan-
nels of communication.

5. Messages must be clear, simple, spe-
cific, easy to understand and repeated 
frequently. They must be consistent 
and coordinated, even when stemming 
from different sources: ministries, insti-
tutions, NGOs… Thus they must derive 
from a credible source.

6. The participative approach (stakehold-
ers implication, including beneficiaries) 
must be privileged as much as possi-
ble, since it is important to __speak with__ 
people rather than ''speak to'' people 
(downwards communication).

7. The gender approach must be integrat-
ed in all stages of the design and ex-
ecution phases of the communication 
intervention: taking into account preoc-
cupations and effective participation of 
both sexes, respect of the equilibrium 
or the equity between sexes, rejecting 
sexist stereotypes, etc.

The communication strategy is differ-
ent from:

A !" communication policy, which is a 
written document stating conclusions, 
main points as well as rules capable in 
to  help any organization to use com-
munication in order to achieve its gen-
der goals.

A !" communication campaign, which is 
a coordinated ensemble of media as 
well as non-media related communica-
tion activities conducted in an intense 
manner over a relatively short period, 
in a given space, to reach a specific 

outcome. It requires a specific strat-
egy, which may derive from a global 
communication strategy. 

The strategic frame consists of the follow-
ing building blocks: 

1. Communication goals

2. Target groups

3. Approaches

4. Uses

5. Key messages or ideas of messages

6. Channels and media to communication

Defining and Formulating Communi-
cation Goals

A communication goal is the description 
of the final result expected in a commu-
nication intervention in terms of change 
or of the verifiable result within a given 
target group. It must be specific, measur-
able, appropriate, realistic, set within a 
time frame.

Selecting Target Groups

Once the goals have been established, 
it is important to select the addressees 
of the communication activities, both be-
cause its is directly affected by an exist-
ing problem or because it has an impor-
tant role for resolving this problem and 
strengthening its persistence. 

It is important to proceed to selection of 
targets, which are to be prioritized in or-
der not to waste efforts. 

Determining Most Appropriate Ap-
proaches for Each Target

It involves itemizing methods or ap-
proaches, which are related to the com-
munication, which is appropriate to reach 
each target and to provoke the expected 
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change. There follow some examples:

1. Participative approach

2. Interpersonal communication

3. Advise

4. Education

5. Information 

6. Social marketing

7. Social mobilization

8. Advocacy

9. Training

10. Functional alphabetization, etc.

Developing Key Messages Intended 
for Target Groups

In order to provoke the intended effect, 
the message must be specially formulated 
for the target group. The messages must 
follow the established communication ob-
jectives of each target in a logical manner, 
while taking into account our knowledge, 
attitudes and/or practices regarding the 
problem to resolve.

Before developing the final messages at 
the stage of the communication material 
production, we determine the topics of the 
message. 

The message contains some of the follow-
ing elements:

1. what and why: what is the expected 
change and what is the interest for 
the target group to carry through this 
change; 

2. where, when and how: where to go, at 
what moment, and what must we do or 
know to generate a behavior;

3. guarantee and support: what brings 
credibility to a message. 

Tonality involves choosing the orientation, 
which will be given to each message to 
increase its chances to influence the se-
lected target. Generally, choice is based 
on what we know about the target's char-
acteristics and the lessons learned. It 
combines the following:

1. Emotional message (appealing to emo-
tions such as love, fear, anxiety, se-
curity, etc.) versus rational message 
(appealing to logical argumentation, to 
proof);

2. A positive message (we demonstrate 
that there is a solution to or a favour-
able outcome of a danger) versus a 
negative message (we present a dark 
and threatening situation in case the 
target does not follow the recommend-
ed action);

3. Call to a group or to a mass (call to 
group pressure) versus individualized 
call (call to personalized arguments);

4. A humoristic message (humor makes 
the message pleasant while allowing 
to pass on serious content) versus a 
serious message (plain and rigorous);

5. A message implying one single point 
of view (unilateral) versus a message 
offering several points of view (deliv-
ered through debates or confrontation 
of ideas);

6. A message with a final conclusion (it 
contains the conclusion, which we 

T I P : Consider your com-
munication strategy 

as you think about gender equality, 
fair economy, sustainable develop-
ment, i0e0 dedicated to people and 
maintained by people, women in 
particular0
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want to communicate) versus a mes-
sage with an open-ended conclusion 
(we leave it to the target to make his 
or her own conclusion and opinion);

7. A repetitive message (we anticipate 
that the message will be repeated 
many times) versus a unique mes-
sage (the message is transmitted only 
once).

Finally, we can designate the source that 
will make the message credible to tar-
geted minds: expert, authority, political, 
social, peer, etc. Thus it is important to 
know the criteria of credibility for each 
area of the intervention.

Choosing Communication Channels 
and Media

In gender communication, the channels 
that can be used to convey a message 
from a source to its ultimate target are as 
follows:

Institutional channel!" : public and private 
structures, education systems, gender 
networks, NGOs, etc.

Media channel!" : mainstream media and 
new communication technologies such 
as television, radio, press, posters and 
the Internet. 

Socio-traditional !" or socio-cultural chan-
nels: opinion leaders (notables, execu-
tives, intellectuals, etc.) and other infor-
mal networks (neighborhood, various 
gatherings), ways, and privileged mo-
ments of communication, popular and 
interpersonal. 

Commercial channel!" : marketing strat-
egies for common products such as 
shops, bookshops, libraries, drug-
stores, etc.

For each target we must determine the 
channels and its appropriate use as well 
as specify which ones to use in order to 
increase efficiency. The communication 
media is the tool, by which the message 
is to be transmitted, or in advertisement, 
a specific component of communication (a 
newspaper headline, for example): digi-
tal audio tapes, films, cassettes, videos, 
posters, brochures, magazines, stamps, 
calendars, exhibits, billboards, banners, 
merchandise/freebies, image boxes, flip-
charts, flannel boards, wallboards, man-
nequins, slides, boards, games, diagrams, 
plays, CD-ROMs, diskettes, etc.

Now we know the elements that will al-
low the elaboration of a media plan: a 
selection of media and use as well as 
their combinations in a goal of multimedia 
complementarily.

Monitoring Strategy

Has a strategy been developed in com-
pliance with given standards and has it 
been relevant?

1. Are messages reaching their target 
groups?

2. Are target groups changing their level 
of knowledge, their beliefs and their 
attitudes?

3. Is the behavior of target groups 
changed, or is it changing according to 
expectations?

The Evaluation of Process and of 
Products aims to answer the following 
question: 

How did it go? The information will facili-
tate the improvement of the existing pro-
cess or the concept of similar interven-
tions in the future. 
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The evaluation generally covers the fol-
lowing aspects:

Design of the intervention:!"  was the pro-
cess of the chosen strategy followed in 
an appropriate and relevant manner, 
complying with standards established? 
Has the institutional framework worked 
as planned? What is the progress made 
in terms of durability?

Activities:!"  did the programmed activi-
ties unravel in the expected manner 
set in the forecasts (in regards to the 
nature of the activities, to the time of 
execution, and to the products expect-
ed)? Or else, what are the causes of 
discrepancy? What have we done to 
solve encountered difficulties?

Resources:!"  personal, cash flow, in-
formation sharing, subject matter and 
technical support in terms of quantity, 
quality and opportunity;

Products !" derived directly from the ac-
tivities of the program; quantitative and 
qualitative, whose use is required to 
achieve the goals set by the strategy.

We can also be interested by elements 
such as seminars and workshops pre-
sented, trained persons, material pro-
duced, people concerned, etc. 

Evaluation of Results and of Impacts

An evaluation of the results and of the 
impacts consists of appreciating the ef-
forts obtained by the activities and prod-
ucts in terms of changes within the target 
group, of the gender program concerned 
and of the environment.

Evaluation of results:!"  the interest is 
focused on the progress made in re-
spect to the objectives of the interven-
tion and to its consequences in terms 
of knowledge, attitudes and applica-
tions;

Evaluation of impact:!"  involves changes 
that affect a gender programme or 
its environment obtained through the 
implementation of a communication 
strategy.

G0E0r0n20
To learn more, see Methodological Guide 
for Designing and Implementing a Multi-
media Communication of the Food and 
Agriculture Organisation dFAOe, available 
online: 

ht tp:%%www0fao0org%DOCREP%II7%
i=DD=E%y=DD=eI?0htm
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that are not used in everyday commu-
nication).

Use concrete words, with well-speci-!"
fied definitions. 

Always use one and the same word !"
for a given concept.

Initials and abbreviations: be careful!  !"
If you use abbreviations, acronyms, 
or initials make sure to include the full 
term alongside it or in a lexicon. 

C. Build Your Sentences Well 
Avoid long sentences.!"

Try to use an affirmative sentence in-!"
stead of a negative one.

If possible, use an active voice, in-!"
stead of a passive one. 

Formulation of exceptions: be care-!"
ful! 

D.  Structure Your Text Properly
Classify the ideas according to the !"
reader's logic.

Add subtitles.!"

Help the reader by giving examples.!"

If the text relates to a change, em-!"
phasize what the difference is be-
tween the given concepts.

Give counterexamples.!"

Kain GLl0'

W rit i ng 

A. “Hook” Your Reader 
Ask yourself who your reader is. !"

Address the reader directly. !"

Consider the point of view of the read-!"
er, think how your reader would think 
and consider your own point of view 
as well.

Choose an evocative title to attract !"
the reader.

Consider the reader when you formu-!"
late conditions.  

Use questions to commit your reader.!"

Place important words at the beginning !"
of the text, where they'll be seen.

B. Choose Your Words Well 
Use a common vernacular and not ar-!"
chaic or esoteric words (ones, which 

Writing Effi cien 
M o d u l e  2

This module aims to raise skill levels 
in writing documents to be pub-
lished and read on the Web. It 

includes an overview of such writing tools 
as the 5Ws-rule and the angle, the dif-
ferent types (report, portrait, feature, 
news), the reversed pyramid, editing 
skills, the hyperlink force and interactive 
and multimedia specifics.
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E. Facilitate Reading by Page Lay-
out 

Use graphs and diagrams to illustrate !"
your data.

Present enumerations vertically.!"

When appropriate use endnotes. !"
Footnotes are not useful as pages are 
very rarely distinguished in documents 
published on the web.

A fter  Wr i t i ng 

Read the text after a good night's !"
sleep.

Be concise, eliminate useless and su-!"
perfluous words.

G0liaFl0 T02"niML0'
For every article, whatever its length or 
type, you should apply the following tech-
niques:

Tit le
Try to picture a title for each page. It should 
be concrete, evocative and attractive. It 
should also be: 

Short!" : Ideally, the title should be 

typeset to only one line of text and 
should consist of four to six words. 
Do your best not to use superfluous 
adjectives, prepositions, adverbs and 
pronouns.

Visible!" : Centre the title in the upper 
part of the page immediately above 
the contents. Use a font size that is 
considerably larger than the body 
text. The use of italics, underlining or 
capital letters is also acceptable for 
emphasis. 

Explicit!" : Use a vocabulary, which is 
familiar to the intended audience, de-
scribing the best possible contents of 
the page. 

Hanging!" : Attract the reader to ex-
plore the contents, while remaining 
explicit. Avoid any rhetorical effects: 
puns, exclamatory punctuation, and 
promotional language. 

Using keywords!" : Search engines 
take note of the words in the title to 
index the Web page.  Re-use these 
keywords in the body of the text in or-
der to reinforce the coherence of the 
message. 

Having an autonomous significance!" : 
The title is likely to be included in 
an interactive summary. By using a 
search engine, surfers can land di-
rectly on the page; they should be 
able to immediately understand the 
contents of the article. 

 tly for the Web

T I 4 H When writing, think al 
ways of your reader0 

Remember that you are not writing for  
yourselfj
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Possibly adding a subtitle to add con-!"
text and extrapolate the subject mat-
ter. 

Abstract
The abstract follows the title. It is a sum-
mary paragraph of approximately 400 to 
600 characters and presents the subject, 
actors, and in the case of an interview -  
the person or the organizational resourc-
es. The abstract informs and encourages: 
it makes the reader decide to continue 
reading or not.

Limit the abstract, which becomes !"
hanging text, to only one short para-
graph. 

The abstract introduces the article. !"
The rest of the article will add more 
details to the general overview of 
the abstract. To help you summarize 
information, apply the "5 W"s-tech-
nique: Who? What? When? Where? 
Why?, in order to compose essential 
message.

Highlight the abstract, using bold or a !"
distinct color background, but never 
underline or italicize it.

Article Content
Get right to the point! Introduce your sub-
ject matter clearly and concisely. Leave 
the ‘nuts and bolts’ of your argument for 
the body paragraphs. Apply the principle 
of the ]reversed pyramid] which recom-
mends that the author start with the es-
sence of the subject and work towards the 
detail and the nuance.

Try to ensure that you have only one !"
angle to your article. 

Limit yourself to only one idea per !"

paragraph and introduce it in the first 
sentence of the paragraph.

If necessary, use several information !"
blocks. Offset additional information, 
specialized or recurring in specialized 
frame (for example, key figures, in-
terviews, sources, etc).

Limit the volume of the page: between !"
500 and 4,000 characters, maximum 
four screens.

Make keywords bold, without overus-!"
ing. 

Use bullets or numbers for lists; this !"
gives visual relief to the page. 

Illustrate the contents using informa-!"

= ' ' 0 n t i a l  K 0 ' ' a g 0 

An essential message aims to 
answer simply and obligatory the 7 
questions, named the 7Ws: Who? 
What? When? Where? Why?

Each article, whatever its type is, 
should begin  with such a mes-
sage0 The best is to introduce it in 
the abstract0

9 0 E i n i t i o n H
The angle is the point of 

view you will use for treating a giv-
en subject0 If you have more than 
one angle, you should create a new 
article dusing new sources, key fig-
ures, etc0e
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tive visuals such as: graphs, diagrams 
and other graphics.

Use short sentences (15-20 words), !"
with a simple vocabulary and style, 
concrete, direct and concise. 

Always choose the shorter of two !"
equivalent expressions. 

Replace subordinate clauses by !#
creating two sentences;

If possible, try to avoid accumula-!#
tion of figures, initials, abbrevia-
tions or enumerations in sentenc-
es;

Try to avoid incidental clauses, !#
such as sentences between brack-
ets, colons, semicolons, etc. 

Avoid slang: specific professional !"
words in legal, administrative, com-
mercial, and other areas. 

Avoid acronyms and other "nonuni-!"
versal" abbreviations, unless having 
clarified them in the beginning of the 
text. 

Adapt the tone to the target and keep !"
it coherent.

To ensure the “life” of the contents, !"
use exact temporal reference points 
("in December 2008" rather than "the 
next month").

Avoid special references, either tex-!"
tual ("to see further", "below", "above-
mentioned", "in the following page") or 
hierarchical ( mentioning sections such 
as I.a, II.a or a), b), C), ...). These ref-
erence marks are ineffective with hy-
pertext navigation. For the same rea-
sons, do not use footnotes.

The author signs the article. If she !"
represents a group, you can immedi-
ately indicate it after the name.

You may also specify when the article !"
was written (which is not always the 
same date as the date on which it 
was published online).

For interviews in question-and-answer !"
form place the questions in bold and 
answers in light. The interlocutors are 
specified only with the first question. 
After that, the format is enough to in-
dicate to whom the remarks belong. 
When it is an interview, add: “Inter-
viewed by ....”.

Headings
Use headings, especially in long articles 
(more than 2,000 characters). Headings 
carry the reading along, and should be 
placed approximately 800/1,000 charac-
ters apart. They meet the same criteria 
as a title: they announce the main idea 
of paragraphs that follow, up to the next 
heading.

T I P : The closest you come 
to your reader, the best 

it is0 Using the lreversed pyramid^ tech-
nique, which commits you to begin your 
article by what is near to the readerms 
environment and then expand your pur-
pose to much more contextual details, 
you will keep your reader with you j
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Hyperlinks 
Limit the number of links in the pag-!"
es: 

A maximum of seven links is rec-!#
ommended within a zone of links 
grouped outside the contents to be 
read.

Twenty links maximum, on the !#
whole, within a home page, except 
for the portal sites. 

Five links maximum in the contents !#
itself.

Write explicit Hyperlinks, giving a spe-!"
cific idea of where they lead the read-
er. Avoid links like "click here", "next 
page". 

The links should be neither too short !"
(which makes them neither very vis-
ible nor very explicit) nor too long 
(which can ruin the flow of the text). 
Do not hesitate to place the link over 
several words, but never over a whole 
paragraph. Hyperlinks of three to five 
words function perfectly. 

Avoid redundant links, which give ac-!"
cess to the same contents.

Take care to ensure the correspon-!"
dence between the link title and the 
title of the page of destination. 

Preferably use standard colours (blue !"
for a non-visited link and purple for a 
visited link). In all cases, use differ-
ent colours for visited and non-visited 
links.

Do not underline non-interactive text.!"

Besides exceptions (pdf-files, data-!"
processing applications...), prevent 
that the links open a new window, at 

least for contents pertaining to the 
same site. 

Always mention to the user when a link !"
opens to contents other than a Web 
page (pdf, Word document, etc).

Always envisage an alternative text in !"
the case of links on images. 

Images
Associate the images with an alter-!"
nate text. It acts as an equivalent 
text, descriptive and concise, visible 
with a rollover of the mouse. 

Privilege the images in an informative !"
matter. 

Whenever possible, envisage a cap-!"
tion that is concise and provides di-
rection to the picture. 

T?30' oE Drti2l0' 

Brief
A brief, as its name indicates, is short: ap-
proximately 400 to 800 characters. 

It summarizes the essence of the informa-
tion: Where? When? What? Who? How? 
Why? 

It has to be understandable for every-
one, which means expressing clearly but 
briefly the context and the actors. A brief 
should have a short title, both evocative 
and attractive to make the reader want to 
read it.

Article
There is no format imposed for articles. 
However, experience shows that on the 
Web an article that is too bulky is not 
read completely. The minimum amount of 
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text is about 1,500 characters, whereas 
a reasonable maximum would be 10,000 
characters, 20,000 if the subject matter is 
detailed and rich. 

Frame 
The Frame is a small article where you 
hang the reader's attention to specific re-
sources, key sources, etc.

B0atLr0 Bor<at'
News Features
Detailed news bulletins can include 
quotes, multiple sources, and are written 
in a factual, straight-forward writing style.

Eye Witness Report(s) 
They are written in either first or third per-
son.  It can be anonymous, but provide an 
indication of the author’s background, i. 
e. (“a young woman studying math at uni-
versity”).  They are written in an informal 
‘talking’ writing style, colour.

Interviews 
Interviews can be with someone famous, 
someone ‘accidentally’ in the news or 
‘a woman on the street/vox pop’ or a 
spokeswoman of an organization. Inter-
views contain a subject’s personal view 
on specific topic based on own words or 
spokeswoman's, extensive quotes, sin-
gle-source plus background information/
context. 

Analysis 
Analysis is someone’s views on a specific 
event/subject and their conclusions, mul-
tiple or single source. 

Opinion Features 
An opinion piece is a personal point of view 
on a particular topic by an individual orga-
nization member or a guest writer.  It must 
always include a writer’s name and, if rel-
evant, which organization she represents. 

Investigative Features 
Investigative features aim to discover new 
things. These could be longer than 1,000 
words at the discretion of the editor.
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Then an editorial line,2. 

Then an editorial concept,3. 

Then a news flow,4. 

Then the content calibration,5. 

Then to define a dissemination policy.6. 

The Editorial Committee has to decide 
what is the editorial line of the publication: 
thematic, general, of opinion, humanitar-
ian. A writer could propose a content that 
does not fit this line. In case it does not, 
the Editor-in-Chief can refer to the defined 
editorial line to refuse content.

The Editorial Committee creates the name 
of the publication (under a project, a dis-
semination strategy…). It can also create 
a baseline, a kind of a short description 
of the publication. It writes the “about us” 
text, too.

It has also to:

1. Write down the publication goals and 
targeted public,

2. Establish the copyright/copyleft policy,

3. Establish syndication policy,

4. Constitute a thesaurus and thus define 
useful keywords,

5. Determine selection criteria for poten-
tial printed version.

The Editor-in-Chief has then to constant-
ly check if the whole editorial process is 
working. 

In terms of team, the role of the Editorial 

W"at I' =1itorial 4oli2?-

An editorial policy is a way to organize 
the process of a publication (whatev-

er it is) in terms of team, amount of work, 
frequency, editorial structure, wages, dis-
semination and marketing. The questions 
you have to answer are: Who does what? 
When? How? Why for? Where from? How 
many for? It is naturally the work of an 
Editorial Committee0 

This Committee might be composed by 
an Editor-in-Chief, an editor, writers and 
a project manager (a coordinator). De-
pending of the organization indeed, this 
committee might be reduced to one or 
more people.

Tasks
This Editorial Committee is the decision- 
making body concerning all editorial tasks 
and is to define when something is permit-
ted and by whom it is permitted. It has the 
following tasks:

First to draw up an editorial policy and 1. 
a hiring policy,

Editorial Policy 
M o d u l e  3

This module aims to teach how to 
design editorial policy according to 
a communication strategy. It in-

cludes the way to manage an editorial 
team so as to organize the news flow 
and dissemination. It fits with the writ-
ing of the editorial concept, whatever 
the media is (web, wiki, blog…), which 
includes information structure design.
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Committee is to decide:

Who can be considered as a writer !"
(professional journalists, activists, stu-
dents…),

The opportunity to get one deputy ed-!"
itor-in-chief for a column/section (see 
below). If yes, these deputy editors-
in-chief will work together and directly 
with the “global” Editor-in-Chief.

The Editorial Committee decides also:!"

Whether or not the contents have by-!"
lines (author’s name). 

Whether a writer could have a final !"
look to its content or not.

Wheder the contents could be deliv-!"
ered by the author only in an electronic 
form or not and the circumstances for 
agreeing paper or DVD or audio CD 
media. 

=1itorial .on203t or  
InEor<ation >trL2tLr0
Whatever your media (web, wiki, blog) 
the Editorial Committee has to decide on 
how the content is organized. Thus it has 
to create appropriate columns%sections, 
which all the editorial team can use with-
out any confusion and, first of all, which 
your reader can recognize. 

For the whole publication the editorial 
concept has: 

1. To define journalist guidelines (style/
approach to contents), 

2. To develop a style guide (vocabulary, 
tone, language, grammar, etc),

3. To define the home page policy, 

4. To define the column's summary pag-
es presentation (chronological, geo-
graphical, thematic and/or with the 
ability to choose),

5. For each column, to decide the feature 
categories you want in: news briefs, 
analyses, interviews, portraits, inves-
tigative features (discovering new 
things), opinions, moods, free tribune, 
and editorial…

6. For each column, to decide the avail-
ability or lack of multimedia content 
(picture, audio, video), interactivity 
(access to forums), and to motivate 
this choice,

  and Concept

N 0 ? 7 o r 1 '
 Brief

 A brief is a news item of less than 
E7 words0

 Feature

 A feature is an article devoted to 
the treatment of a specific topic0

 Column

 A column is a category where  
various contents are classified in order 
to provide a better reading0
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7. Regarding the text, to decide if the 
writers have to include headings, sub-
headings, abstract/intro, sources etc. 
in their articles,

8. To define specific functionalities such 
as “send to a friend”, “print”, “join the 
thematic discussion”.

9. The translation policy.

Each column might have a title, very short 
(one word, two maximum) and be very 
attractive and understanding. Examples 
are: Mood, Event, Women’ Voices (for pe-
tition for example), Current Events… The 
objective is still not to loose your reader. 
They might also be defined: what kind of 
content the reader will find there and what 
the writer will propose to post there. This 
description is one paragraph only.

Finally, the Editorial Concept is what you 
have to draw up first of all, in other words, 
before beginning to produce anything and 
to build media, web, wiki, blogn It comes 
before the web design0

A07' Blo7
In order to define the news flow, you have 
to think of your audience and decide:

The frequency of publication: daily, !"
weekly, monthly, bimonthly, every 3 
months…
How many news items you want to dis-!"
seminate according to the frequency,
Which time: hour, day (taking into ac-!"
count the international time if you target 
a worldwide audience); it means to fix 
a date for a dissemination to the audi-
ence and so a schedule for your team, 
for the writers to be sure that they will 
post their content and submit them to 
the editor before the deadline (at least 
3 days for a monthly, the day before 
for a weekly, 3 hours for a daily),

How many news briefs and features !"
you are expecting a writer or a retainer 
to be committed in within the sched-
ule,
How the Editor-in-Chief commits and !"
distributes editorial work among the 
team, in terms of angles. 

Editor-in-Chief
According to this news flow, the Editor-
in-Chief will lead the team in terms of 
commitment but also in terms of global 
content for the edition. She is responsible 
for:

1. Editorial management

2. Quality control of all publication con-
tent

3. Periodic communication with whole 
editorial team

4. Long-term editorial planning

5. Plan coverage of international events 
(e. g. conferences)

6. Decide content priorities on position 
on website

7. Handle readers’ (and other) feedback/
complaints, etc.

8. Find writers.

 Editorial Meeting
Afterwards she can organize an Editorial 
Meeting where everybody could express 
and cross their mutual choices. This Edi-
torial Meeting might be fixed and regular, 
according to the frequency (for example, 
every Monday morning for a weekly…). 
Date to be decided by the Editorial Com-
mittee.

The result of the Editorial Meeting (ap-
proved subjects, specific deadlines, com-
missioning instructions, etc) will be post-
ed according to the decided news flow. 
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Writers
Then writers have to submit contents to 
the editor-in-chief or the editor with this 
added information: 

1. What the story is (the 5 Ws: When, 
Where, Who/What, Why, How),

2. Suggested category (news feature, in-
terview etc),

3. Suggested length category,

4. Suggested publication date plus why,

5. Suggested column (within the editorial 
concept),

6. Suggested extra media: picture, video, 
audio. 

Editor
Afterwards the editor has to edit the con-
tent (syntax, grammar, orthography, style 
but also information coherence, referring 
back to writer if necessary). The content 
have then to be checked by the Editor-
in-Chief (quality control/approval/global 
overview) who approves the final post 
onto the Web. The editor does not have 
to get final approval of the edited subject 
from the writer but will contact her if she 
has questions or requires clarity, addi-
tional information and if it is necessary to 
check facts. The Editor is responsible for 
following up articles that are not received 
on time and for informing the Editor-in-
Chief.

.ont0nt .aliFration
As you might see in the Writing Efficiently 
for the Web module, you have to attract 
your reader. According to this goal, you 
have to decide a policy on the length of 
each type of content.

For the text: xx words long for the brief !"
(less than 75), xx words long for a re-

port, same for an analysis, an inter-
view… and this detailed calibration for 
every column.

For the picture, the format is required !"
by the web design (information to be 
explicit and concrete: length, height, 
weight, file format such as .jpg, .gif, 
.png).

For the audio and the video: less than !"
5’ is recommended; you can also split 
this area (5’) in few pieces cut by very 
short jingle or music space (less than 
20’’); the format might also be defined 
by the web developer.

9i''0<ination 4oli2?
According to the Dissemination Policy, the 
Editorial Committee has to decide on:

The targeted audience and collect one !"
or more lists of receivers' emails.

How many times the publication has !"
to come in contact with this audience 
within a declared period.

Which way: electronic bulletin, auto-!"
matic newsletter, manual email.

Which contents: last published ar-!"
ticles within the frequency, or chosen 
articles, with or without an editorial, 
mood… as an intro, with or without the 
interactive activity and exchange.

How far away (geographically) the !"
chosen dissemination media has to be 
sent.

Which content has to be sold, in what !"
way and at what price.

F inally, when all these matters are de-
fined and observed, the publication 

should be efficient, visible, readable, and 
in this way serve the organizationms main 
goals0
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stored somewhere where you have no 
control over them (published online or 
forwarded to another person). In oth-
er words, there's a good chance they 
come back to haunt you.

Rule 4: Respect other people's 
time and bandwidth
When you send email or post to a dis-
cussion group you are taking up other 
people's time. Do not expect instant 
responses to your questions, and do 
not assume that all readers will agree 
with – or care about – your passionate 
arguments. 

There is a limit to the amount of data 
that a network connection can carry 
at any given moment. When you ac-
cidentally post the same note to the 
same newsgroup five times, you are 
wasting both time and bandwidth. Re-
member also that many people pay for 
connectivity by the minute, therefore 
the longer your message is, the more 
they pay.

Rule 5: Make yourself look 
good online
You will be judged by the quality of 
your writing, so spelling and grammar 
do count. Also, know what you are 
talking about and make sense. Make 
sure your notes are clear and logical. 
Finally, be pleasant and polite. Don't 
use offensive language, and do not be 
confrontational for the sake of confron-
tation. 

.or0 GLl0'
Rule 1: Adhere to the same 
standards of online behaviour 
that you follow in real life 

Do not write online what you would not 
say if the person were right in front of 
you. Some standards of behaviour may 
be different in some areas of cyber-
space, but they should not be consid-
ered lower than in real life. Be ethical!

Rule 2: Know where you are in 
the cyberspace 
Netiquette varies from domain to domain, 
so it is important to know where you are 
and whom you are dealing with. When 
you enter a domain of cyberspace that is 
new to you, take the time to look around. 
Spend a while listening to the chat or read-
ing the archives. Get a sense of the local 
culture and habits. Then go ahead and 
participate. 

Rule 3: Think twice before writ-
ing offensive comments
One good reason not to be offensive 
online is that your words might be 

N e t i q u e t t e  
M o d u l e  4

This module offers a list of general 

guidelines and good practices for 

efficient communication online, or 

the so called “netiquette”. It gives basic 

rules on how to communicate through 

e-mail and mailing-lists, but in general 

these are applicable for any type of 

conversation passing through the net.
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Rule 6: Share expert knowl-
edge
The reason asking questions online works 
is that a lot of knowledgeable people are 
reading the questions. And if even a few 
of them offer intelligent answers then the 
sum total of world knowledge increases. 
Do not be afraid to share what you know! 
It is especially polite to share the results 
of your questions with others. After you 
receive several responses to a question 
you posted to a discussion group, write up 
a summary and post it to the discussion 
group so that everyone may benefit. 

Rule 7: Help keep flame wars 
under control
Be conservative in what you send and lib-
eral in what you receive. It is best not to 
send heated messages ("flames") even if 
you are provoked. Wait overnight, and try 
to cool off, before you send an emotional 
response to a message.

Rule 8: Respect other people's 
privacy
Of course, you would never dream of go-
ing through your colleagues' desk draw-

ers or reading your next door neighbour’s 
mail. So naturally you should not read their 
email either. Failing to respect other peo-
ple's privacy is not just bad Netiquette. It 
could also cost you your job or friendship 
and is, in many cases, illegal. 

Rule 9: Do not abuse your pow-
er
Some people in cyberspace have more 
power than others do. Knowing more than 
others, or having more power than they do, 
does not give you the right to take advan-
tage of them. For example, system admin-
istrators should never read private email.

Rule 10: Be forgiving of other 
people's mistakes
Everyone was a network newbie once. So 
when someone makes a mistake – wheth-
er it is a spelling error, a stupid question 
or an unnecessarily long answer – be kind 
about it. If you do decide to inform some-
one of a mistake, point it out politely, and 
preferably by private email rather than in 
public. 

=O<ail an1 KailingOli't 
A0tiML0tt0
We define e-mail and talk as one-to-one 
communications, i.e. those in which a per-
son is communicating with another person 
as if face-to-face: a dialogue. In general, 
rules of common courtesy for interaction 
with people should be used in any situa-
tion and perhaps more so on the Internet 
as elements of discourse such as body 

 G u i d e l i n e s
Netiquette Guidel ines

9 0 E i n i t i o n H 

Flaming is what people do when 
they express a strongly held opinion 
without holding back any emotion0 Ne-
tiquette does not forbid flaming, but it 
does discourage the perpetuation of 
flame wars0 They are an unfair monopo-
lization of bandwidth0



32     

language and tone of voice are absent and 
must therefore be inferred.

E-mail Guidelines:
Mail should have a subject which re-!"
flects the content of the message.

Messages over 100 lines are consid-!"
ered "long". Be brief without being 
overly terse.

Use proper cases. UPPER CASE !"
LOOKS AS IF YOU'RE SHOUTING.

Use symbols for emphasis. That *is* !"
what it meant. Use underscores for 
_underlining_. Avoid colours, bold and 
italic, many people use mail readers 
that do not show them.

Check the quality of your writing. Spell-!"
ing and grammar will influence the re-
cipient's perception.

You may use emoticons such as smi-!"
leys [ :-) ] to indicate tone of voice, but 
use them sparingly. Don't assume that 
the inclusion of a smiley will make the 
recipient happy. 

Remember that the recipient is a hu-!"
man being whose culture, language, 
and humour may have different points 
of reference from your own. Be espe-
cially careful with sarcasm, as it is dif-
ficult to discern without the presence of 
body language, tone of voice and facial 
expressions.

"Reasonable" conduct via e-mail de-!"
pends on your relationship to a person 
and the context of the communication. 
Be careful not to be too familiar with 
someone until you have established a 
rapport and try to limit slang or local ac-
ronyms.

If you are forwarding or re-posting !"
a message you've received, do not 
change the wording. If the message 
was a personal message to you and 
you are re-posting it to a mailing list, 

you should ask permission from the 
initial sender first. You may shorten the 
message and quote only relevant parts, 
but be sure you give it the proper at-
tribution.

If you think the importance of a mes-!"
sage justifies it, immediately send a re-
ply to let the sender know you got it, 
even if you intend to send a longer reply 
later.

Make things easy for the recipient. In-!"
clude one to four lines at the end of 
your message with contact information. 
This is known as a “signature file”. Your 
signature file takes the place of your 
business card.

Avoid sending large documents (more !"
than 50 K). If you want to send an MS 
Word file, consider sending only the 
text from the document directly in your 
e-mail.

Mailing-list Guidelines
Mailing-list netiquette or one-to-many com-
munication follows all the rules for e-mail. 
After all, communicating with many people 
via one mail message or post is quite anal-
ogous to communicating with one person 
with the exception of possibly offending a 
great many more people than in one-to-
one communication. Therefore, it's quite 
important to know as much as you can 
about the audience of your message.  

In addition to the above recommendations, 
please keep the following in mind:

Send subscribe and unsubscribe mes-!"
sages to the appropriate address. It 
is your responsibility to learn how the 

T I P : Assume that all mail on 
the Internet is not pri-

vate0 Never put in a mail message any-
thing you would not put on a postcard0
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lists work and to send the correct mail 
to the correct recipient. Although many 
mailing lists adhere to the convention 
of having a "request" alias for sending 
subscribe and unsubscribe messages, 
not all do. Be sure you know the con-
ventions used by the lists to which you 
subscribe.

Save the subscription messages for !"
any lists you join. These usually tell you 
how to unsubscribe as well.

Consider that a large audience will see !"
your posts. Take care in what you write. 
Mailing lists are frequently archived and 
your words may be stored for a very 
long time in a public place that people 
can find via search engines such as 
Google.

In general, it's not possible to retrieve !"
messages once you have sent them. 
Even your system administrator will not 
be able to get a message back once 
you have sent it. This means you must 
make sure that the message properly 
represents what you want to say before 
you send it.

Be careful when you reply to messag-!"
es. You may accidentally send a per-
sonal response to a great many people, 
embarrassing everyone involved. If you 
find a personal message has gone to a 
list, send an apology to the person and 
to the list.

If you are sending a reply to a message !"
or a posting be sure you summarize the 
original at the top of the message, or 
include just enough text of the original 
to give the proper context. This will en-
sure readers understand the context of 
your response.

Assume that individuals speak for !"
themselves, and what they say does 
not represent their organization (unless 
stated explicitly).

The auto-reply feature of many mail-!"
ers is useful for in-house communica-
tion, but quite annoying when sent to 
entire mailing lists. Examine "Reply To" 
addresses when replying to messages 
from lists. Most auto-replies will go to 
all members of the list.

When sending a message to more than !"
one mailing list, especially if the lists 
are closely related, apologize for cross-
posting.

If you should find yourself in a disagree-!"
ment with one person, make your re-
sponses to each other via e-mail rather 
than continuing to send your messages 
to the list. If you are debating a point, 
which might be interesting to the peo-
ple on the list, you may summarize it for 
them later.

Avoid sending messages which are no !"
more than gratuitous replies to replies. 
If you need to send only a thank you 
note to someone, better to do it in pri-
vate and not on the list. Ask yourself 
whether all the members on the list re-
ally need to know.

If you are caught in an argument, keep !"
the discussion focused on issues rather 
than the personalities involved.

G0E0r0n20'H 
Shea, Jirginia, Netiquette, San Francisco: 
Albion Books,CFF=, 

http:%%www0albion0com%netiquette%book%
index0html 

dThe Core Rules are based on her booke

P0arn Kor0 on t"0 To3i2H
RFC1855 - Netiquette Guidelines, 

http:%%www0faqs0org%rfcs%rfcCL770html
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Metacrawler, InvisibleWeb, and Search.
com. These search engines are capable 
of searching Google, Yahoo, Lycos, etc. 
simultaneously and give you responses 
depending on what those search engines 
have listed in their database.

Kain >0ar2" >trat0gi0'

Clearly Define Your Aim
The most important search strategy is to 
define your aim as precisely as possible, 
e.g. to know exactly what information you 
want to find. This will avoid having to go 
through many pages of results in order 
to find exactly what you are looking for. 
There are many ways to effectively do 
this. Try to imagine the form in which you 
might find what you seek (i.e. the type of 
file). For example, are you searching an 
image, a text, a video, a website of an 
organisation, or a database?

Use Proper Keywords or Key-
phrases
So how do you determine which key-
words will get you the best results? Ask 
yourself the following question: if you are 
searching for a website or a document, 

>0ar2" =ngin0'

You have probably all used a search 
engine before.  But what are they? A 

search engine is basically a huge phone 
book of websites that you can search by 
using keywords. When you are searching 
for information using a search engine, you 
are not really searching the entire web, 
but rather searching that engine's data-
base, as such; search results will vary 
depending on which search engine you 
use. Search engines vary in terms of their 
index, speed, and content. 

*3>'?'>@$6 A%$#(B %3&'3%A, such as 
Google, Lycos, Excite, Alta Vista, Yahoo, 
search the Web using programs known as 
robots or crawlers [1]. These programs 
visit every page of every website mind-
lessly. 

There is also another category of search 
engines known as C%"$ !%$#(B /3&'3%A 
that search not their own database, but 
rather multiple databases of regular search 
engines such as Google and Yahoo. Some 
examples of Meta Search Engines are 

Effective Sear 
M o d u l e  5

In this module you will learn what search 
engines are and how to use them to 
effectively find the desired information 

on the Web. We will be using Google.
com as our main example, as it is one 
of the most popular and powerful search 
engines on the Internet. At the end of 
this module, we will briefly explain how 
to better interpret the results of your 
searches. 9 0 E i n i t i o n H

Search engine is a searchable 
online database of Internet resources 
that allows keyword searches on the 
Internet0
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which words best describe it). The D%EF
2.#>A are notions identifying the field or 
the geographic area, names of people 
and places, which are a in the centre of 
our search objective. 

The D%E1B#$A%A are combinations of two 
or more words that must be found in a 
specific order. For example, if you are 
searching for free software, you should 
not searh only free or only software, but 
you should use the combination of both. 

Most users submit 1.5 keywords per 
search, which is not always enough for an 
effective query. Conversely, the recom-
mended maximum is six to eight carefully 
chosen words, preferably nouns and ob-
jects. Avoid verbs, and use modifiers only 
when they help to define your object more 
precisely - as in “feta cheese” rather than 
just “cheese.”

Link Words Together in Proper Way
The words in the query could be more 
than one (up to 10). They can be linked 
together in accordance with the following 
rules:

The default logical link between the !"
words in a given query is G$3>H. There-
fore, if you put feta cheese, the engine 
will search for all the mentions of “feta” 
and “cheese” on the net.

To search one term “or” another, add !"
IJ between the words (in capital let-
ters). For example: universities bulgaria 
OR romania will return a list of universi-
ties in either Bulgaria or Romania.

If you are searching for a !" 2B.6% 1B#$A%, 
you should put it in quotations, ex. lfeta 
cheese^ or ]solar system]. If you put 
quotation marks around your search 
words, the search results will be sub-
stantially reduced to the entire phrase 
only. 

Google (and most other search en-!"
gines) ignores G@3'3-.#0$"'?% 2.#>AH 
(also called stop words) such as a, an, 
such, and, as, at, if, or. If such words 
are important for your search, you 
must add the + sign (plus) in front of 
them (with a space in front of it, but 
not after it). 

If you want certain words to be exclud-!"
ed from the search, you need to add 
a – sign (minus) in front of it. For ex-
ample if you want to search for human 
rights but you want to exclude informa-
tion on child rights. Here is how you do 
the search effectively: lhuman rights^ 
alchild rights^.

Search Specific Information or 
File Type
Google's searches are not limited to re-
porting back indexed pages correspond-
ing to the search query. A variety of ad-
vanced search operators can be used 
to perform more sophisticated queries. 
Some examples are included below:

link:<URL>!"  - returns the pages linking 
to the specified URL. For example, if 
you are searching for links to the WITT 
website, type: link: http:%%www0witt-
project0net0 

 ch on the Web
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site:<URL>!"  - restricts the returned hits 
to a specific website. If the informa-
tion you are looking for is on the WITT 
website, then type: site: http:%%www0
witt-project0net (and the keyword). This 
is also useful to limit your search to a 
specific country or domain, for exam-
ple: site:eu parliament.

define: <query>!"  - returns Google glos-
sary definition for the query term. For 
example: define:gender. 

info: <URL>!"  - returns information 
about the queried site. 

filetype:<filetype>!"  - restricts the re-
sults of the search to a particular file 

type extension e.g. pdf, txt, jpg. For 
example: filetype:odp OR filetype:ppt 
“free software”, will search for a list of 
presentation about Free Software in 
either Open Office or Microsoft Office 
format.

related:<URL>!"  - returns similar / re-
lated websites.

>0:0ral 8oogl0 Ti3'

Searching an Image
If you wanted to search a picture of a spe-
cific person, place or things you could put 
filetype:jpg “Kofi Anan”  this would return 
Jpeg images of Kofi Anan. Another way 

to do this is to go to the image search 
on Google; under the big colourful title 
of Google, you have several tabs: Web, 
Images, Video, News and Maps. Click on 
‘Images’ and enter keywords to describe 
the image you are searching for. In this 
case, enter “Kofi Anan” and then click on 
the search button or press enter. This 
should result in only images of Kofi Anan 
appearing; however, in some cases im-
age files on the web can be mislabelled.

Searching in Your Own Language
Another feature of Google is the Language 
Tools. This tool allows you to search sites 
in the language you prefer. On the main 
page of Google at google.com, to the 
right side of the search box, you will see 
three small phrases: Advanced Search, 
Preferences, Language Tools. Click on 
Language Tools and simply follow the 
directions. You need to choose the lan-
guage from the drop down list. You may 
or may not be able to choose the country, 
then in the ‘Search for’ box, enter whatev-
er it is you want to search for. The results 
that come back will only be written in the 
language you have designated. 

Translation
In the same place under Language Tools 
there is an option for web translation. This 
feature is becoming better and better. It 
allows you to enter a text that you want 
translated, then choose the language you 
want it to be translated to, then click on 
the translate button and wait for the re-
sults.

9 0 E i n i t i o n H
Crawler is a program drobote 

used by search engines to lcrawl^ the 
web by following links from page to 
page0 This is how most search engines 
lfind^ the web pages that they place in 
their index
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G0a1ing G0'Llt'
Once you get the results page, you can 
see: 

The number of the found documents 1. 
and the time taken for the search.

If a given phrase or word is present-2. 
ed as a hyperlink, this means that by 
clicking on it you can access its given 
definition. 

The following lines represent short re-3. 
ports regarding the document, such as 
the size, the contents, as well as a link 
to it. 

The function “Cached” is particularly 4. 
interesting for when a website is in-
accessible or simply does not exist 
anymore. A “cached” copy is a copy 
of the web page that the Google ro-
bots saved while indexing the website 
and it can be viewed by clicking on the 
“cached” link.

Sponsored links, shown on the right 5. 
side of the screen, are paid for by ad-
vertisers and may be related to the 
keywords of your search. These are 
links to commercial sites and are often 
not the most relevant.

.on2lL'ion

Google has many peripheral features. 
Among the most commonly used are: 

the calculator, the phone books, possibili-
ties to register and cancel the registration 
of your own website, maps of geographi-
cal sites and many others.

However, while using search engines as 
a strategic tool, keep in mind that some-
one else is making the decision of what 
is most relevant and what is not. Many 
countries, such as China, Iran and Tuni-
sia, have governments that actively filter 
websites depending on their content. In 
China, Google and Yahoo have agreed to 
influence search results according to gov-
ernment policy.

G0E0r0n20'H 
oCp To crawl is to lto advance slowly and 
furtively^0 Web crawlers are mainly used to 
create a copy of all the visited pages for 
later processing by a search engine that 
will index the information on the download-
ed pages to provide fast searches0

P0arn Kor0 on t"0 To3i2H
Google Web Search Features: 

http:%%www0google0com%help%features0
html

T I P : Get effective results 
from your search

The order of the keywords in the query 
is important for getting the most ap-
propriate results in the proper order0 
Therefore, you should type the most 
important keyword first, then the next 
one and so on0 There is usually no dif-
ference between upper case letters 
and lower case letters0
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BoLr Br001o<' oE Br00 
>oEt7ar0
Free software is a matter of users' free-
dom to run, copy, disseminate, study, 
change and improve the software. More 
precisely, it refers to four kinds of free-
dom for users of the software [1]:

1. The freedom to run the pro-
gramme for any purpose. 
Placing restrictions on the use of Free 
Software, such as regarding time (“30 
days trial period”, “license expires 
January 1st, 2010”), purpose (“per-
mission granted only for research and 
non-commercial use”) or geographic 
area (“may not be used in country X”) 
makes a programme non-free.

2. The freedom to study how the 
programme works, and adapt it 
to your needs.
Placing legal or practical restrictions 
on the comprehension or modifica-
tion of a program, such as a manda-
tory purchase of a special license, 
signing of a Non-Disclosure-Agree-
ment (NDA) or - for programming lan-
guages that have multiple forms or 
representation - making the preferred 
human way of comprehending and 
editing a programme (“source code”) 
inaccessible makes it non-free as 
well. Without the freedom to modify a 
programme, people will remain at the 
mercy of a single vendor.

W"at i' Br00 >oEt7ar0-
Free Software is a matter of liberty, not 
price. The expression is used to desig-
nate software that is said to be free (as 
in freedom), as it is distributed using a li-
cense that does not restrict the usage of 
the programme, encourages sharing and 
protects the rights of  users.

Free Software is not necessarily free as 
in “free beer”, as some costs related to 
administration, deployment, training or 
distribution (CD-ROM, Internet, etc.) may 
still be involved. 

However, Free Software programmes are 
often available at no cost on the Internet 
since their license encourage redistribu-
tion without any restriction.

Examples of Free Software include the 
GNU/Linux operating system, the Fire-
fox web browser, the Thunderbird e-mail 
client and the Open Office suite. We will 
describe them in more detail later in this 
module.

Free Software –  
              

M o d u l e  6

The goal of this module is to famil-
iarize the reader with the concept 
of Free Software. It will provide an 

overview of the philosophical and practi-
cal aspects, and will aim at suggesting 
tools that will make you more efficient 
and autonomous. At the end of the mod-
ule there are some programmes, which 
may be installed on either Microsoft Win-
dows or GNU/Linux. 
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3. The freedom to redistribute 
copies so you can help your 
neighbour. 
If you are not allowed to share a pro-
gramme with a friend or a neighbour, 
that makes a programme non-free.

4. The freedom to improve 
the programme and release 
your improvements to the 
public so that the whole 
community benefits. 
While you may not be a computer pro-
grammer, a local group, university or 
company may be able to help. Also, 
not all tasks are technical, you may 
choose to improve the translation of a 
software and share it with your com-
munity, for example.

These freedoms are rights given to 
the users of the software, in a way 
they are restrictions only to the au-
thors of the software. The only condi-
tion is that users who redistribute the 
software must do so under the same 
terms.

In particular, it should be understood 
that Free Software does not exclude 
commercial use, since the user must 
be able to use it for any purpose, in-
cluding commercial activities. Some 
of the largest computer companies 

develop or use (although not exclu-
sively) Free Software, such as IBM, 
Sun, Intel and Nokia.

Br00 >oEt7ar0 an1 >o2ial 
Ko:0<0nt'
Free Software is a social movement, in 
the sense that it aims at providing more 
freedom to users. Given the vast scale 
and suffering of war, invasions, occupa-
tions, poverty, does the freedom to use 
computers pale to insignificance? Ac-
cording to Richard Stallman, the founder 
of the Free Software Foundation, 

The social consequences of software 
freedom include: providing better access 
to information and education, preserving 
cultural diversity and protecting minority 
languages, free choice of software used, 
localised solutions, and even gender 
equality.

  Strategy and 
 Panorama

qit is impossible for one person to be 
involved in all issues0 It shouldn_t be 
surprising that a programmer would be 
involved where his skills and talents are 
most effective0 o000p I do not think it is 
the only or most important issue0 I just 
believe this is where I can do the most 
good0ro6p
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Br00 >oEt7ar0 Eor Wo<0n 
=<3o70r<0nt
Free software presents a double advan-
tage of demystifying tools and developing 
free access for women, including the mul-
tiplication of contents, without any restric-
tion or obstacle at a very low cost, and 
safely, in any language. It is very useful to 
break up the geographical, cultural, social 
and educational barriers. 

Bringing together knowledge, innovation, 
invention, success, good practices be-
comes hence a commitment; it is a way 
to understand each other without impos-
ing any model. The contents of gender 
reports and issues find their particular 
meaning in this process. 

This participative philosophy gives con-
cerned people the opportunity to ex-
change experience and know-how, as 
well as  existing obstacles and “structural 
brakes” in order to elaborate solutions 
and common strategies. 

Besides, all the contents that is set up 
and put together can be “reconditioned” 
or “re-packaged” under more classical 
forms; paper, radio, television, or even 
gains. Thus it multiplies the means of dis-
semination and opens new strategies that 

can go faster than traditional media. 

So why do we stay away from it? What are 
the groups of women waiting for appro-
priating these new tools, especially those 
who are working on gender and feminist 
issues? The convergence of intentions 
and strategies of expression between the 
free concept and the different movements 
for equality between men and women do 
not need to be demonstrated any more. 
Now it is up to us to act![3]

=Ja<3l0' oE Br00  
>oEt7ar0 ;0n0Eit'
Access to Information and   
Education
The design, development and use of 
software are growing in all societies. In-
creasingly, access to software is largely 
determining our capabilities for educa-
tion, communication, work and even so-
cial networking. With the Free Software 
model, anyone has the freedom to study, 
modify and adapt the source code of the 
programme to their needs (Freedom 1). 
This means that local institutions cannot 
only teach how to use software, but also 
how to create or modify the software.

This leads to a whole new development 
model: instead of being simple consum-
ers of large corporations, communities 
can actively participate in the information 
economy by contributing to existing Free 
Software projects, adapting software to 
their local needs, or even becoming the 
next leaders in software development. 
Free Software and the Internet make 
such projects not only possible; they be-
come natural consequences.

Women represent C07 per cent of Free 
Software developers in the world0 This 
is one of the most discouraging statis-
tics due to many reasons: the lack of 
Free Software education at school, the 
general lack of women in the technolo-
gy field, the ltechnical language^ used 
in the Free Software movements and 
many more0o7p 
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Preserving Cultural Diversity and 
Protecting Minorities
A recurrent cultural problem with software 
is the lack of availability in other languag-
es besides English. Translating software 
is not a complex task, but the costs of 
translation may be more expensive com-
pared to the size of the potential market. 
This is even more problematic when mo-
nopolistic companies are not interested 
in the small profits they could make from 
such translations. After all, a large portion 
of people working with computers have a 
basic knowledge of English and accept to 
work with software that is not available in 
their native language.

Political issues might also be involved. 
Governments may object having software 
translated into the language of unofficial 
minorities.

Free Software, on the other hand, en-
courages users to adapt software and 
manuals to their needs. The main desk-
top projects, such as the desktop envi-

ronments GNOME and KDE, the Firefox 
web navigator and OpenOffice, all have 
active translation projects in an impres-
sive scope of languages.

Internationalizing Development, 
Localizing Results
Quality software is often the result of 
years of efforts with mathematical, archi-
tectural and cultural challenges. The De-
bian GNU/Linux distribution (on which the 
Ubuntu distribution is based), for exam-
ple, has existed since 1993 and has more 
than 900 official developers who prepare 
and test applications to make sure that 
they are easy to install by regular users.

This is a good example of how users in 
many different countries can collaborate 
on very big projects, then benefit locally 
from the result by translating the software 
into their language. 

= Ja<3l0'H

The development of famous movie !"
player for Linux Mplayer is based in 
Hungary0

Red Flag Linux in China is a cor-!"
poration with government support, 
which is actively cooperating with 
other Asian countries to enhance 
Free Software applicationsm support 
of local scripts and languages0 

ScoleLinux in Norway are making !"
specific Linux distributions dbased 
on Debiane for schools0

An interesting example is the SPIP 
dsee Module E for more informatione 
software0 Initiated as a collaboration 
between the developers of a few web 
portals, it became a popular choice 
of French groups because it offered 
the functionality they needed, such as 
ease of use, syndication and interface 
and a manual in French0 Then the 
network of social movements spread 
the use of the software in regions that 
the authors could not predict: SPIP 
is now available in languages such 
as Farsi dIran%Afghanistane, Catalan 
dof a minority in Spaine, Creole of La 
Réunion dwhere French is the only 
official languagee, three variants of 
Occitan dof minorities in Francee and 
Bulgarian0
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This brings up a new way to look at the 
relations among the developers of free 
software and the users. What users can-
not make alone to adjust the software for 
their own needs, they can communicate 
and collaborate with developers to do. 
Many of them are collaborative, participa-
tive and in constant evolution, working to 
satisfy users' criteria and demands, which 
are increasing. No other software owner 
is able to perform this work, because of 
the underlying philosophy of benefit that 
governs them. 

6i'tor? oE Br00 >oEt7ar0

GNU Project and GPL License
The GNU Project was launched in 1984 
to develop a complete operating system 
which is free software: the GNU system. 
It is pronounced guh-noo, approximately 
like canoe. Its creator, Richard Stallman, 
later founded the Free Software Foun-
dation. He is also the author of the GNU 
General Public License (GPL), a widely 
used license for the distribution of soft-
ware, which carefully protects the basic 
four freedoms.

One common myth is that the GPL goes 
against copyright law, since it encourages 
users to share (copy) software. In fact, 
the GPL license depends on copyright 
law to be legally enforceable. Authors of 
the software still have copyright on their 
software, but they have chosen to allow 
their users to have four basic freedoms.

T0r<inolog?
English seems to be the only language, 
in which such a strong ambiguity exists 
between freedom and price. When trans-
lated into other languages, Free Software 
becomes “logiciels libres” in French, “soft-
ware libre” in Spanish, “software libero” in 
Portuguese, “Fri Software” in Danish.

Open Source 
Because of this ambiguity, a group of peo-
ple started a marketing campaign for Free 
Software using the term Open Source. It 
aimed at using a more pragmatic strategy 
for the mainstream business sector, in 
the wake of Netscape's announcement to 
release their web browser as Free Soft-
ware in 1998 [4].  However, the term is 
also a source of confusion: open access 
to the source code of a programme does 
not necessarily mean that users have the 
freedom to run, copy, distribute, study, 
change and improve the software. 

Other terms have tried to combine the two 
terms, such as Free%Libre Open Source 
Software (FLOSS or FOSS). Today any 
of the terms might be used.

G0E0r0n20'
oCp The full definition of Free Software is 
available on GNU0org website, http:%%www0
gnu0org%philosophy%free-sw0html  

o6p Free Software as a Social Movement, 
@ustin Podur interviews Richard Stallman,  
http:%%www0zmag0org%content%showar-
ticle0cfm?itemidsFD7I, Znet0

oDp The Free Concept: The Gender Law, 
@oelle Palmieri, 6II=0

43

Free Software – Strategy and Panorama

o=p Eric Raymond about Open Source, 
http:%%www0catb0org%uesr%open-source0
html

o7p Gender Dimensions of FLOSS De-
velopment, iuwei Lin, 6II7, http:%%www0
metamute0org%en%node%77F?%print

P0arn Kor0 on t"0 To3i2

Women Groups and Projects:

LinuxChix: !" http:%%www0linuxchix0org 

Debian Women:    !"
http:%%www0women0debian0org

Projecto Software Livre Mulheres, !"
Brazil: http:%%www0softwarelivre0org 

About Free Software Philosophy:
Role of Free Software in the Civil So-!"
ciety:     
http:%%www0fsfeurope0org%projects%
wsis%fs0en0html

What is CopyLeft: !" http:%%www0gnu0
org%copyleft%copyleft0html

Why Human Rights Requires Free !"
Software?    
http:%%www0oreillynet0com%pub%a%
network%6II6%CI%CC%platform0html

The Right to Read, and essay by !"
Richard Stallman:   
http:%%www0gnu0org%philosophy%
right-to-read0html

Download for Microsoft Windows 
or GNU/Linux:

(All of the following are free software):

Mozilla Firefox Web browser:  !"
http:%%www0mozilla0com%firefox  
(safer browsing, blocks popups and 
spyware, live bookmarks (RSS), 
tabbed browsing, ...)

Mozilla Thunderbird e-mail client:  !"
http:%%www0mozilla0com%thunderbird 
(easy to use, spam filter, e-mail scam 
detector, much safer from viruses, 
...)

Open Office suite:   !"
http:%%www0openoffice0org

Documentation:   !"
http:%%documentation0openoffice0org% 
(Word processor, spreadsheet, pre-
sentation, database, spell check)

Pidgin instant messenger:  !"
http:%%pidgin0im (supports simul-
taneously ICQ/AOL, MSN, Jabber, 
IRC, Yahoo)

GNU Image Manipulation programme !"
(GIMP): http:%%www0gimp0org

For Windows: !" http:%%gimp-win0sf0net% 
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QLi2k R:0r:i07
To publish on the website, you must be 
connected to the Internet and use a web 
browser such as Firefox or Internet Ex-
plorer. 

The most important term in SPIP is $#F
"'(6%. One content usually means one 
article, no matter if the content is video, 
audio, picture or text. In order to facilitate 
the navigation in the site, the articles are 
publishes in a A%("'.3 (such as News, 
Events, Announcements), which may also 
include subsections and so on. Articles 
can also be associated with D%E2.#>A 
that are common to many sections, such 
as geographic areas, a topic (ICT, pro-
test, environment), etc.

Pogging In
To get into SPIP software, you need per-
sonal username and password. To publish 
new content, you must first log into the Pri-
vate Area, using a specific URL, such as 
witt-project.net/ecrire.

Once you have logged into the private area, 
you are usually directed to the Launch 
Pad, an area where you can view general 
information about the site updates. For 
example, it will display articles pending for 
publication, your draft articles, a few gen-
eral statistics, general announcements to 
editors, etc. 

We will see most of these functions in 
more detail later. If you were not directed 

Publishing on th 
M o d u l e  7

This module describes how to di-
rectly edit and publish contents 
on the Web without any web 

design or programming skills. It ex-
plains in a concrete way the use of 
SPIP, a content management system, 
to edit and publish information on 
the web, no matter what the me-
dium is (text, picture, audio, video) 
and where the author is.

SPIP is a software that manages the 
content of a website. It allows its edi-

tors to easily publish new content, view 
statistics on the popularity of the website, 
manage a forum so that the readers can 
participate in discussions, etc. The term 
Content Management System (CMS) is 
commonly used to describe this type of 
software.

The WITT website uses SPIP for training, 
but also for uploading and maintaining the 
contents on the witt-project.net website. 
There are many other popular solutions to 
manage a website, such as Drupal, Joom-
la. There are also specialised solutions, 
such as Wordpress for blogging, PhpBB 
for forums and Mediawiki for a wiki. Once 
you are familiar with one of them, you will 
quickly get familiar with others. The most 
important is to remember, that a task 
which was once difficult and very technical 
to do, has become as trivial to use as us-
ing a word processor.
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to the Launch Pad after logging in, click on 
the Launch Pad icon located at the top-left 
corner of the screen.

>02Lrit?
If your password was sent to you by 
email, it is recommended to change it 
when you first log in. You can change the 
information attached to your login, includ-
ing your password. Once you are logged 
in, click on the authors icon at the top of 
the screen, then click on the link with your 
name.

Choose a password, which is not easy to 
guess. Do not use the same word as your 
login!

.r0ating Drti2l0
To!"  create an article, click on the write 
a new article button in the Launch Pad 
area. This will open a new form with 
various fields, such as title, subtitle, 
section, brief description, hyperlink, 
text and postscript. Depending on the 
configuration of your website, more 
fields may be available. The only man-
datory fields are the title, the section 
and the text fields.

The !" title field displays by default New 
article. It will automatically disappear 
when you click in the field in order to 
enter a new title. You should enter a 
title which is clear, interesting and de-
scriptive of the contents of your article. 
Refer to Module 6, Writing efficiently 
for the Web, for more information about 
choosing a good title.

The !" section field shows the location of 
the article in the website. Is it a short 
item of news, an editorial, an event? 
Of course, this will depend on the sec-
tions that have been created by the 
administrator, but it is important to 
place your article in the correct sec-
tion so that it can be found more easily 
once it is published. 

 To change the section, click on the 
small magnifying glass icon next to 
the title of the current section. This will 
open a small navigator with the list of 
sections. If a section has subsections, 
they are shown in a new panel when 
you click on the title of that section. 
Once you have found the appropriate 
section for your article, click on the se-
lect button to confirm the location. If 
you are unsure, don't worry, this can 
be changed afterwards.

The!"  text field is the most important 
field since it is where you will publish 
the content of your article. You can ei-
ther type directly your article text here 

 e Web with SPIP
TIP: lEcrire^ means lto write^ 

in French0 The develop-
ment of SPIP was started in France 
in CFFL0 It has been translated in 
many languages ever since0
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or copy-paste it from a text editor. 
However, the typographical formatting 
of your text, such as bold, italic and 
hyperlinks, will be lost. We will see the 
details of text formatting a bit later. For 
now, the only rule which is important 
to remember is that to create a new 
paragraph you must leave one empty 
line between the two paragraphs.

When you are ready to save your draft, 
which is recommended to do regularly 
in order to avoid loosing information if a 
problem occurs, click on the save button, 
located at the bottom of the form.

Drti2l0 >tatL'
You have now created a new article, but 
it is not shown on the website yet. Each 
article has a A"$"@A, which by default is 
editing in progress. In this status, you can 
continue to edit the article as often as 
necessary by clicking on the modify this 
article button.

When you are ready to publish your ar-
ticle online, click on the request the pub-
lication of this article button located after 
the text of your article. Website adminis-
trators can publish the article directly by 
changing the article status.

Bor<atting T0Jt I'ing 
T?3ogra3"i2al >"ort2Lt'
While editing the text of your article, you 
have probably noticed the toolbar icons 
for italic, bold, subheadings, etc. Most 
of these buttons work similarly to those 
found in a word processor, except for a 
few particularities. 

The most important one is that they do 
not actually show the formatting result in-
side the editing window, they add format-
ting elements to the text. For example, 
select a word to put in bold, then click 
on the bold button. As a result, the word 
will appear like this: {{example}}. To re-
move the bold, simply remove the curly 
brackets around the word. Do not press 
the bold button again, since it will add the 
curly brackets again.

There are many other typographicalal 
shortcuts available, many of which are 
not shown on the toolbar. For example, 
there are shortcuts for writing lists of 
items (bullets or numbered lists), to cre-
ate tables, etc. Refer to the SPIP online 
help for more information and examples.

TIP: Most word-proces-
sors de0g0 Worde do 

not have a blank line between 
paragraphs0 This means that 
when you copy-paste text from 
your word-processor to the web-
site, you will often need to go 
through the text to insert empty 
lines between paragraphs0

TIP: To access the SPIP 
online help, simply 

click on the l?^ icon located at the 
end of the typographical shortcuts 
toolbar0
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D11ing I<ag0 to Drti2l0
To add an image to an article, click on the 
modify the article button to edit its con-
tent. You will notice that there are two 
boxes on the left side of the screen: add 
an image and add a document.

The !" add an image box allows to up-
load an image and include it as is in the 
article, no matter how large it is. Lo-
cate an image to upload (JPG, GIF or 
PNG format, see Module L for instruc-
tions on how to convert and resize im-
ages using The GIMP), then press the 
upload button. The box will then dis-
play a preview of the image, and will 
allow entering a caption and a descrip-
tion, which will be displayed under the 
image. 

 You must then tell SPIP where to 
place the image, using a typographi-
cal shortcut. Directly under the image 
preview, there are small codes similar 
to <img123|left>, <img123|center> 
and <img123|right>. Copy-paste this 
code into the text of the article. The 
left, center or right attributes deter-
mine where the image is shown in a 
paragraph of text, therefore allowing 
you to display an image on the right 
of left side of text, not only in between 
paragraphs.

The !" add a document box works simi-
larly to the add an image box described 
above, but it will automatically gener-
ate a preview. For images, a miniature 
version of the image (vignette) will be 
generated and the visitor can click on 
the image to see its larger version. 
Other document formats can be up-
loaded as well, such as word process-
ing documents (PDF, Open Office, MS 
Office), audio (ogg vorbis, mp3) and 
video (ogg theora, avi).

6o7 to Bin1 Drti2l0
It often happens that an article was pub-
lished in the wrong section, or was pub-
lished long time ago, and has now be-
come difficult to locate. 

There are several ways to find an article. 
The most simple is to use the SPIP search 
engine: point the mouse over the magni-
fying glass icon located under the Launch 
Pad button at the upper-left corner of the 
screen, a search box will appear. You can 
enter any text, including the article num-
ber, the title or text from the contents of 
the article.

Alternatively, you can use the globe navi-
gator (the first icon under the Launch Pad 
button), to browse by section or to dis-
play the entire site in one page.

I'ing N0?7or1'
Keywords offer another way to categor-
ise articles, instead of sections. They are 
usually used for terms that are not mu-
tually exclusive. For example, an article 
about Gender and ICT could have key-
words gender and ICT. However, if those 
terms were sections, you would have to 
choose only one term, since an article 
can go into only one section. Other CMS 

TIP: In general it is difficult 
to upload through the 

web a file larger than 7 Mb0 It is often 
not recommended anyway, since it 
will be too large for your visitors to 
download0 If it is really necessary, 
you will have to use an FTP client to 
upload the file, if it is allowed0
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software might use the terms tags or tax-
onomy for this concept.

If the administrator of your website has 
created keywords, the keyword box is 
located in the preview of the article (not 
in editing mode), under the title. Click on 
the small triangle located before the title 
Keywords to display the keyword groups. 
Choose a keyword from a list, then click 
on the select button to add it to the article. 
Keywords can also easily be removed if 
you make a mistake.

PangLag0 I''L0' an1 
Tran'lation'
SPIP includes a few functionalities to help 
manage the translation of articles into oth-
er languages. For editors, it has functions 
to help them translate the content and to 
track which articles have been updated 
since their translation, and for visitors, it 
automatically displays in which languages 
the article has been translated.

To create a new translation of an article, 
click on the small triangle next to the title 
article language and translations. It will 
display the current language of the arti-
cle, followed by two fields to manage the 
translations. Click on the button write a 
new translation of this article.

A new form will open, with a copy of the 
original article, except for the title which 
will display New translation: title of the 
original article. Everything else will be ex-
actly the same as the original article. 

It is possible to translate directly in the 
boxes on the website. Usually however, 
especially if the article is long, it is easier 
to prepare your translation beforehand in 

your word-processor, and then cut and 
paste into the boxes. 

Do not forget to verify the text to notice 
any formatting, links and emails, and pho-
tos, which have been included. Something 
like this <doc855|left> is a photo or docu-
ment. You should not delete it. Place your 
text around it in the same way as the text 
of the original article. 

When you are finished, click on the save 
button. This will return you back to the ar-
ticle preview of the new translation. Click 
on the arrow next to the article language 
and translations, and you will see that the 
article is now available in two languages. 
You may need to update the language of 
new translation if it is not correctly set.

G0E0r0n2ing Rt"0r >it0'
SPIP does not only have articles. You can 
create a referenced site to create lists of 
other websites that you would like to link 
to. The most interesting use for this is for 
RSS syndication of articles published on 
other websites (see Module 9 for a defini-
tion of RSS feeds and syndication). 

The procedure to create a new referenced 
site is similar to that of an article: it has 
to be located in a section, it must have a 
title, it has a status (proposed, published) 
and you can add keywords to it.

."anging W0F'it0 
90'ign
Most content management systems, in-
cluding SPIP, provide the possibility to 
change the design of the website us-
ing a theme. In SPIP, a theme is called 
squelette (skeleton). The themes of SPIP 
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are written in a simple language of basic 
loops and variables, which can be easily 
understood by non-programmers. 

However, it is a rather advanced topic, for 
which a good understanding of HTML and 
CSS is recommended. Links to further 
explore this topic are provided below.

BLrt"0r =J3loring@ 
D11itional G0'oLr20'
This module has only covered the main 
functions of the SPIP content manage-
ment system. Other functions not cov-
ered here include: 

the forum and petition functions, !"

the administrative tools, !"

the statistics functions !"

and how to develop new themes. !"

In fact, SPIP can do much more and even 
offers many plugins that can be installed 
to add new functionalities.

G0E0r0n20'H
Official SPIP website:   
http:%%www0spip0net

SPIP forum: http:%%forum0spip0org

Site for contributions (squelettes, plugins, 
tricks): http:%%www0spip-contrib0net

Guide for the webmaster and the SPIP 
hacker:     
http:%%www0spip0net%enfrubrique7E0
html
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says The GIMP. It has a simple menu 
bar, which can be used to call up general 
functions. There are three menus: a tool-
box File menu: it contains file operations 
such as Open a new image; a toolbox 
Extensions menu, which contains various 
scripts; a Help menu, which brings up the 
GIMP help system.

Most of the GIMP toolbox below the menu 
bar is taken up by the tool palette: small 
icons representing various GIMP tools. 
There is a colour selector on the left, un-
der the tool palette, showing foreground 
and background colour; and on the right, 
an area showing the currently selected 
brush, fill pattern, and gradient. They are 
used by the text tool as well as various 
drawing and painting tools.

In recent versions of the GIMP, the Tool 
Options Dialog is shown under the tool-
box. It displays the options associated 
with each tool. If there are too many op-
tions to fit in the window, a scrollbar will 
appear.

Another window, which the GIMP shows 
in addition to the toolbox window, is the 
Layers, Channels and Paths window. 

Each image the GIMP opens will have its 
own window, too. The window for each 
image will also have a menu with actions 
specific to that image. For example, the 
option File-vSave is available only on 
the window of an image, not on the tool-
box window. This menu is also available 
by clicking in the image with the right 
mouse button.

W"at i' 8IK4-
The GNU Image Manipulation Program, 
more commonly known as the GIMP, can 
be used to edit digital photographs or im-
ages for a website. It can do basic tasks 
such as converting a format or resizing an 
image, but it also includes many advanced 
functions for digital photo professionals. It 
is often compared to Photoshop, however 
the GIMP is distributed at no cost and it 
works on many operating systems and in 
many languages. This module is based on 
version 2.4 of the GIMP.

8IK4 Win1o7'
When you run GIMP, it will usually pop 
up several windows, depending on the 
version. The Toolbox Window is the 
GIMP main window and the title bar just 

GIMP – Editing  
M o d u l e  8

This module presents the GIMP – a free 
software image editing program. You 

will learn how to download the program, 
some common image formats to use, 
how to resize digital images, make them 
brighter or darker, add text to them or 
simply remove red eyes out of them.

T IP : iou may download 
GIMP free from its 

official website, www0gimp0org0 
It also has information on how to 
install, use and enhance the soft-
ware0
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Poa1ing I<ag0 in 8IK4 
an1 4"oto Bor<at'
To open an image in the GIMP we either 
run GIMP and use the File-vOpen dia-
log from the toolbox, or, from a command 
line, run: gimp myphoto.jpg.

The GIMP native format is XCF.  It is ad-
visable to use it the first time you save 
your image not to lose any details such 
as layers. However, XCF is big and it is 
not always convenient to use on the web 
because web browsers cannot view it. So, 
when your image is ready and you want to 
put it on the web or mail it to someone, you 
can make a copy in some more common 
format, such as JPEG.  

.ro33ing@ Soo<ing 
an1 G0'2aling
Cropping and scaling are the most com-
mon operations to put a picture on the 
web, or when you download a large im-
age and want to resize it or only keep part 
of it. The very first step is to copy your 
image in case you need the original later 
and because it is safer.

The Crop tool’s purpose is to let you 
pick out a rectangular area of the image, 
which you want to keep, and discard ev-
erything else. Its icon in the toolbox looks 
like a little knife, and it says Crop or Re-
size an image, when you mouse over it. 
When you click on it to select the tool, the 
button will change to appear pressed in. 

Now go to the image window, and move 
the mouse to the part of the image you 
want to keep. Press the left button down, 
then drag the mouse (holding the but-
ton down) to the other side of what you 
want to keep and release the button. You 
should see a box with filled-in rectangles 
in each corner. These are the crop tool's 
drag handles: you can adjust the size and 
position of the box by dragging these han-
dles around. To apply the crop operation, 
click in the centre of the crop box or press 
Enter. To cancel, click outside the box or 
press Escape.

Zooming and Current Image Size
In the GIMP image window your image 
might appear smaller than its full size. 
You can tell by looking at the image win-
dow's title bar, which shows the current 
zoom percentage. If it says 100%, you 
are seeing your image full size.  There is a 
zoom menu in the lower left of the image 
window, or you can use the Jiew-vZoom 
menu. A faster way to zoom in/ zoom 
out is to use key bindings: F zooms out 
(makes the image smaller), K zooms in; 
and typing 7 in the image window will al-
ways zoom the image to 100%, full size.

Rescaling/Resizing
You have cropped your image, but it is still 
too big to put on the web. Modern digital 
cameras take pictures that are from 0.5 
to 4 megabytes. It is advisable to keep 
web images under 640 pixels in the larg-
est dimension; otherwise they may take 
too long to download. Images embedded 

 Digital Pictures
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in a web page (e.g. thumbnails) need to 
be much smaller still, maybe only 150-250 
pixels. You can make a big image smaller 
in GIMP by scaling the image.

Scale is in the menus, not the toolbox. 
Right-click on the image to get a menu 
and select Image-vScale Image. A 
dialog will appear showing the current 
size of the image. The Scale dialog has 
three sections. The most important sec-
tion comes first: the new size (width and 
height) of the image. By default, size 
is given in pixels (recommended). The 
width and height are chained together in 
order to keep the proportions of the im-
age when scaling. You can type a new 
number into the width or the height field, 
then click into another field, so that the di-
mension is automatically updated to keep 
the proportions (aspect ratio).

On occasion when you want to change an 
image's aspect ratio - make the picture 
look shorter and fatter, or taller and thin-
ner - clicking the small chain link icon next 
to the height and the width fields (the 
icon will change to a broken link) will de-
couple the width and height, so that you 
can change them independently.

The other two sections of the dialog can 
be ignored for now. To apply the scal-
ing operation, click on the scale button of 
the dialog. This is also a good opportu-
nity to get familiar with the Undo function 
(Edit-vUndo or Ctrl+Z). The GIMP also 

allows you to undo many operations, as 
would a word processor for example, so 
you should not worry about making a mis-
take.

;rig"t0ning an1 
9ark0ning
What if the image is too light or too dark? 
What if it is not quite sharp? The GIMP 
has sliders for brightness and contrast, 
but it also offers two other ways of chang-
ing these parameters.

All of these brightness/contrast tools will 
be in the Colours menu. You might take 
advantage of a helpful feature in the GIMP 
menus: Tear-offs0 Call up the Colours 
Menu and it becomes a separate window 
on your desktop, which you can move to 
any convenient place. From the Colours 
menu, if you call up Brightness-Contrast, 
you can adjust brightness%contrast slid-
er basically. 

The next brightness adjustment method 
is the Curves tool: Colours-vCurves. It 
shows the same histogram as the Levels 
tool but instead of the two sets of sliders, 
the adjustment is a diagonal line. If you 
grab the line anywhere with the mouse, 
and drag it up-right or down-left, you can 
change the image. You can make fairly 
complicated adjustments with the Curves 
tool. 

The final method is the Levels tool: 
Colours-vLevels, which is complicated 
but powerful. The Levels dialog has two 
sets of controls: Input Levels, and Out-
put Levels. The former shows a histogram 
representing the current brightness of the 
image. If it is pretty even, then the histo-
gram should be filled in fairly evenly. 

Both the Levels tool and the Curves tool 
have a Channel menu at the top of the 

TIP: A faster way to zoom in% 
zoom out is to use key 

bindings: F zooms out, K zooms in, 
and typing C in the image window 
will always zoom the image to its full 
size0

53

GIMP – Edi t ing Dig i ta l  P ictures

dialog.  This defaults to Jalue (which you 
can think of as meaning total brightness), 
but you can also choose Red, Green, 
Blue, or Alpha (Alpha means transpar-
ency). You can use these tools to make 
fairly subtle shifts in the colour of an im-
age. If you have an image with an un-
wanted colour cast, Levels and Curves 
might help.

D11ing T0Jt to I<ag0@ 
Intro1L2tion to Pa?0r'
The GIMP turns the Layers dialog on by 
default, but in case it is closed at some 
point, you can get it back by the Toolbox 
window, File-vDialogs-vLayers.

What Are Layers? 
The best analogy is to the way cartoons 
used to be animated. Each component 
of a scene would be painted on a trans-
parent film, and then each film would be 
stacked or layered over the other to pro-
duce the complete composition. Similar-
ly, complex images can be broken down 
to layers within the GIMP and each layer 
can be processed independently of every 
other. 

Add Text
Select the Text tool: click on “A” in the 
toolbox (previous versions of the Gimp 
had a “T”). Then click somewhere in the 
image – perhaps approximately where 
the text should be positioned – and the 
text dialog will pop up.

The dialog itself just has a text area where 
you can type in your desired text (multiple 
lines are okay). All the other options are 
back in the Tool Options dialog (shown 
under the Toolbox). The tool options al-
low you to change the font face and size, 

and other details like colour and spacing. 
A live preview is shown in the image win-
dow, so you can fiddle with things and 
see what happens. The text in the image 
window is surrounded by dotted lines; this 
is the layer of the text.

Working with Layers
Notice that a new entry for the text has 
appeared in the Layers dialog. Why a 
layer? The GIMP could have just painted 
your text right on the image. However, 
because it is in a layer of its own, you can 
move the text around, change it, or delete 
it, without risking any damage to the origi-
nal photo below.

The text layer can be moved. You can go 
back to the toolbox, and find the Move 
tool. It is a pair of crossed arrows, one 
vertical, one horizontal; probably right 
above the text tool, and its tooltip says 
Move Layers w Selections. If you click 
it, you can move your mouse back into the 
image, slowly toward the text, and watch 
the cursor. In most of the image, the cur-
sor should look like a pointing hand, but 
as you move over the new text, the cur-
sor should change to the crossed arrows 
of the Move tool. Lots of the GIMP tools 
will change the cursor like this to give you 
clues about what you can do.

Once you are over the image and seeing 
a Move cursor, hold the left mouse but-
ton down and drag the text layer to ex-
actly where you want it in the image. The 
beauty of layers is that if you change your 
mind, you will be able to move the layer 
again at any time.

Make a separate layer for each new piece 
of text. If you want to go back and move 
one of the earlier layers, you can click on 
that layer in the Layers dialog to make it 
the active layer.
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Layers Visibility
In the Layers dialog each layer has an 
eyeball icon to the left of it. This controls 
visibility of the layer. If you click on the 
eye, the layer becomes invisible. Click 
again where the eye used to be, and it 
becomes visible again.

When you save to a format other than 
XCF, the GIMP will save the image as it 
looks to you. So if you have a layer that is 
invisible, that layer will not show up when 
you save a JPG or PNG.

;a'i2 >0l02tion Tool'
The simplest selection tool is the Rect-
angular Selection tool, the very first tool 
in the GIMP toolbox. Selection is similar 
to the work with the Crop tool: start at 
the upper left of the area you want, mouse 
down, and drag down to the lower right. 
The GIMP will draw lines to show you the 
box while you are dragging out the selec-
tion, and when you release the mouse but-
ton, the selection is shown by a black-and-
white dashed line, continuously changing 
and called in the GIMP parlance marching 
ants.

If the selection you made is not quite right, 
you can resize the selection box using the 
handles in the corners. In earlier versions 
of the GIMP, you can click somewhere out-
side the marching-ants box (this will can-
cel the selection) then try again, until you 
get the result you want. When you have a 
selection, lots of things act a little differ-

ently. Most filters (the brightness tools for 
instance) will only act on the selection, not 
the rest of the image; and most drawing 
tools will not draw outside the selection.

The selection can be copy-pasted from 
one image to another, where it will form 
a new layer. You can move the selection 
by first pressing Enter to confirm the se-
lection, then use the Move tool (the icon 
with four arrows, located in the toolbox) 
and dragging it to the desirable place in 
the image.

There are other tools to make a selection. 
Right next to the rectangular selection tool 
is the Ellipse SelectL  It works the same 
way as the rectangular select, only it lets 
you make ovals and circles instead of rect-
angles and squares.

Another selection tool is Select Contigu-
ous Regions. Its toolbox icon looks like 
a magic wand with a light on the end. It 
selects everything that is of similar colour 
to the place where we click. How close it 
needs to be is defined by the Threshold in 
the tool options: if you set Threshold to 0, 
then only identical colours will be selected.  
A very similar tool is Select by Colour, 
right next to Contiguous Regions. If you 
click on a white pixel, then every white pix-
el in the image becomes selected.

;a'i2 9ra7ing Tool'
The two main drawing tools are the Pencil 
(draws hard-edged lines) and the Paint-
brush (draws fuzzy-edged lines). For both 
of these tools, you can change the width 
of the stroke by changing the brush. The 
current brush is shown at the bottom right 
of the toolbox, just to the right of the fore-
ground/ background colour swatches as 
a small black circle by default. Click on it, 
and the Brushes dialog comes up (you 
can also get it through File-vDialogs-

TIP: When you want to move 
a specific layer, first make 

sure that layer is selected in the Lay-
ers dialog0 If you do move the wrong 
layer, though, Undo works to undo a 
layer move0
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vBrushes). You can also change the 
brush through a dropdown menu in the 
Tool Options within the toolbox.

Straight lines are drawn by shift-click. 
Click once (without the shift key) where 
you want the line to start, move to the oth-
er end of the line, and hold down the shift 
key. The GIMP will show you where the 
line will be: and when you click (still hold-
ing shift), it will draw a straight line, using 
the current tool, colour, and brush.

Filling Area
First make a selection where you want the 
shape to be, using a selection tool. Then 
select Bucket Fill - it looks like a pouring 
paint can - and click inside the selection. 
It should fill with the foreground colour. 
Bucket Fill has interesting options. You 
can fill whole selection or fill similar colours. 
The latter is a bit trickier: you can click on 
a pixel in a photograph, and bucket fill will 
try to fill nearby colours that are similar 
enough to the place where you clicked. 
You can adjust how similar they need to 
be with the Threshold slider. In addition, 
you can also bucket fill with a pattern. You 
can click on a pattern in the Patterns dialog 
(the active pattern is shown in the toolbox 
changes), then go back to the image and 
click on your selection again.

Drawing on Top of Images
You can also draw on top of a photo. It is 
strongly recommendable that you make a 
new layer for any drawing you do on top of 
an existing image. Any drawing you do in 
this layer will be optional: if you erase, you 
will erase your drawing, not the original 
image, and if you decide you do not like 
your drawing, you can destroy it and the 
image underneath will be fine. If you want 
to change the place of layers by clicking 
on the down and up arrows, which always 
move the currently selected layer.

=ra'ing In7ant01 
RFT02t' Ero< I<ag0'
One of the best uses for an image-editing 
program is to erase things you wish were 
not in the picture. The eraser (located near 
the paintbrush) erases to the background 
colour (or to transparent, if the layer you 
are drawing on has transparency). You 
can also clear (erase) an area by select-
ing it, using any selection tool, then doing 
Edit-vClear. This is bound to Ctrl-K.

Fixing Red Eye
In versions since 2.0 of the GIMP, the Red-
Eye-Removal plug-in has been included. 
Select the region near the eyes with the 
Ellipse select, then run the Red-Eye-Re-
moval Filter accessible from the menu of 
the image window, in Filter -v Enhance -v 
Red Eye Removal.

G0E0r0n20'
This module is based on a series of tuto-!"
rials by Akkana Peck, as part of a Linux-
Chix GIMP online course0 The course 
consisted of CC weekly lessons, starting 
with Lesson I on @an 67, 6II7x

  http:%%www0linuxchix0org%content%
courses%gimp%  

Beginning GIMP, Akkana Peck, 2006, !"
Apress, ISBN 1-59059-587-4.
More image editing tutorials - !"

 www0gimpguru0org
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accounts and use of own domain name. 
E-mail offered by most webhosting com-
panies is usually more basic standardized 
POP3 based e-mail and webmail based 
on free software.

E-mail Client
An %F0$'6 (6'%3" is a frontend computer 
program used to manage e-mail, such as 
Mozilla Thunderbird and Microsoft Out-
look.

The Webmail
4%MFM$A%> %F0$'6 or 2%M0$'6 is a term 
referring to an e-mail service intended to 
be primarily accessed via web browser, 
as opposed to through an e-mail client. A 
major advantage of the web-based e-mail 
is that a user has the ability to access 
their inbox from any Internet-connected 
computer. However, the need for Internet 
access is also a setback, in that one can-
not access their old messages, or work 
on new ones, when they are not connect-
ed to the Internet.

Messages
Internet e-mail messages consist of two 
major sections:

Header1. , structured into fields such as 
summary, sender, receiver, and other 
information about the e-mail

Body2. , representing the message itself 
as unstructured text; sometimes con-
taining a signature block at the end.

=O<ail
Electronic mail is a store and forward 
method of composing, sending, storing, 
and receiving messages over electronic 
communication systems.

E-mail Address
An %F0$'6 $>>#%AA identifies a location to 
which e-mail messages can be delivered. 
An Internet e-mail address is a string of 
the form nameXexample0com. It should 
be read as name at example dot com. 
The part before the @ sign is the 6.($6F
1$#" of the address, often the username 
of the recipient, and the part after the @ 
sign is the >.0$'3F1$#", which may be a 
host name or domain name.

E-mail Hosting Service
An %F0$'6 B.A"'3& A%#?'(% is an Internet 
hosting service that runs e-mail serv-
ers. E-mail hosting services usually offer 
premium e-mail at a cost as opposed to 
advertising supported free e-mail or free 
webmail. E-mail hosting providers allow 
for premium e-mail services along with 
custom configurations, large number of 

Effective Use  
M o d u l e  9

This module aims to demystify 
tools such as e-mail accounts, 

e-mail address, IP, send protocol, 
pop protocol, browser, ftp, hosting 
services, DNS, discussion list, mail-
ing list, forums, newsletter, RSS, 
dynamic website, static website.
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Header
The message header consists of fields, 
usually including at least the following:

From:!"  The e-mail address, and op-
tionally name, of the sender of the 
message

To:!"  The e-mail address[es], and op-
tionally name[s], of the receiver[s] of 
the message

Subject:!"  A brief summary of the con-
tents of the message

Date:!"  The local time and date when 
the message was written

Other common header fields include:

Cc:!"  carbon copy

Bcc:!"  Blind Carbon Copy

Received:!"  Tracking information gen-
erated by mail servers that have previ-
ously handled a message

Content-Type:!"  Information about how 
the message has to be displayed, usu-
ally a MIME type

Reply-To:!"  Address that should be 
used to reply to the sender.

References:!"  Message-ID of the mes-
sage that this is a reply to, and the 
message-id of this message, etc.

In-Reply-To:!"  Message-ID of the mes-
sage that this is a reply to.

X-Face:!"  Small icon.

Int0rn0t 4roto2ol'

Internet Protocol - IP
The *3"%#3%" 5#.".(.6 N*5O is a data-
oriented protocol used for communicat-
ing data across Internet. For computers 
to talk to each other, they must share a 
common protocol. 

The most famous protocols are IP (Inter-
net Protocol), HTTP (hyper text transfer 
protocol, known as the Web) and SMTP 
(simple mail transfer protocol, known as 
e-mail). 

IP Address
An *5 $>>#%AA (*3"%#3%" 5#.".(.6 $>F
>#%AA) is a unique address that certain 
electronic devices use in order to iden-
tify and communicate with each other on 
a computer network utilizing the Internet 
Protocol standard (IP), in simpler terms, 
a computer address. Any participating 

 of ICT Tools 

Protocols can use other pro-
tocols, for example, web and 
e-mail are usually used over 
the Internet Protocol dIPe0 IP is 
used over wires, such as Ether-
net, who also have their electri-
cal language which are called 
protocols0
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network device - including routers, com-
puters, time-servers, printers, Internet 
fax machines, and some telephones - can 
have their own unique address. In other 
words, the IP address acts as a locator 
for one IP device to find another and in-
teract with it. 

TCP/IP
The TCP/IP protocol, which is named af-
ter two of the most important protocols 
in it: the ,#$3A0'AA'.3 +.3"#.6 5#.".(.6 
(,+5) and the Internet Protocol (IP). The 
Transmission Control Protocol (TCP) is 
one of the core protocols of the Internet 
protocol. TCP provides reliable, in-order 
delivery of a stream of bytes, making it 
suitable for applications like file transfer 
and e-mail. 

POP3 - Post Offi ce Protocol
In computing, local e-mail clients use the 
5.A" I--'(% 5#.".(.6 ?%#A'.3 : (5I5:), 
an application-layer Internet standard 
protocol, to retrieve e-mail from a remote 
server over a TCP/IP connection. Many 
subscribers to individual Internet service 
provider e-mail accounts access their e-
mail with client software that uses POP3.

SMTP - Simple Mail Transfer Pro-
tocol 
!'016% C$'6 ,#$3A-%# 5#.".(.6 (!C,5) 
is the standard for e-mail transmissions 
across the Internet. SMTP is a relatively 
simple, text-based protocol, where one or 
more recipients of a message are speci-
fied and then the message text is trans-
ferred. It is a client-server protocol, where 
the client transmits an email message to 
the server.

File Transfer Protocol
P,5 or P'6% ,#$3A-%# 5#.".(.6 is used to 
transfer data from one computer to anoth-
er over the Internet, or through a network. 
Specifically, FTP is a commonly used 
protocol for exchanging files over any net-
work that supports the TCP/IP protocol. 
There are two computers involved in an 
FTP transfer: a server and a client. The 
FTP server, running P,5 A%#?%# software, 
listens on the network for connection re-
quests from other computers. The client 
computer, running FTP client software, 
initiates a connection to the server. Once 
connected, the client can do a number of 
file manipulation operations such as up-
loading files to the server, download files 
from the server, rename or delete files 
on the server and so on. This allows any 
computer connected to a TCP/IP based 
network to manipulate files on another 
computer on that network regardless of 
which operating systems are involved.

Hypertext Transfer Protocol - HTTP
QE1%#"%R" ,#$3A-%# 5#.".(.6 (Q,,5) is 
a communications protocol used to trans-
fer or convey information on the Web. Its 
original purpose was to provide a way 
to publish and retrieve HTML hypertext 
pages. Development of HTTP was coor-
dinated by the W3C (World Wide Web 
Consortium) and the IETF (Internet Engi-
neering Task Force). 
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Internet Hosting Service
An *3"%#3%" B.A"'3& A%#?'(% is a service 
that runs Internet servers, allowing orga-
nizations and individuals to serve content 
to the Internet. There are various levels 
of service and various kinds of services 
offered: web hosting, domain name regis-
tration and others. 

Web Hosting Service
A 2%M B.A"'3& A%#?'(% is a common type 
of Internet hosting service that allows 
individuals and organizations to provide 
their own websites accessible via Inter-
net. Web hosts are companies that pro-
vide space on a server they own for use 
by their clients as well as providing Inter-
net connectivity, typically in a data center. 
Web hosting services also offer e-mail 
hosting service, for example. 

Domain Name
The domain name is a symbolic name at-
tached to an IP address. This makes surf-
ing on the web much more practical. It is 
easier to remember witt-project0net than 
212.72.219.194. 

The most important part of a domain 
name is the end: .com, .net, .org, .bg, 
.fr, etc. This indicates the purpose of the 
domain name, which can indicate if it is 
commercial (.com or .biz), a network or 
Internet Service Provider (.net), an or-
ganisation (.org), a cooperative (.coop), 
an information site (.info). 

Domain Name Server – DNS
On the Internet, the S.0$'3 T$0% !%#?F
%# means a computer. The term is as-
sociated to various sorts of information 
with domain names; most importantly, it 
serves as the phone book for the Internet: 
it translates human-readable computer 
hostnames, e.g. witt-project0org, into 
the IP addresses that networking equip-
ment needs for delivering information. It 
also stores other information such as the 
list of mail exchange servers that accept 
e-mail for a given domain. In providing 
a worldwide keyword-based redirection 
service, the Domain Name Server is an 
essential component of contemporary In-
ternet use.

Domain Registrar
The domain regristrar provides a way to 
register a domain name. Domains end-
ing in .org/.net/.com can be registered in 
most countries in your local currencies for 
the equivalent of about €12 and impose 
a few restrictions as long as the name is 
available. Country code domain names 
(.bg/.fr/.yu/...) are usually registered by 
regional organisations and may impose 
restrictions. There are registrars aimed 
at NGOs, such as Ghandi.net. They use 
only Free Software and they are indepen-
dent from larger media organisations.

Other important domain names are 
related to country codes dCC TLDe, 
so for example a 0fr domain usually 
represents a site aimed at French 
people0 
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Uniform Resource Locator - URL
U3'-.#0 J%A.@#(% V.($".# (UJV) for-
merly known as Universal Resource Lo-
cator, is a technical, Web-related term 
used in two distinct meanings:

In popular usage, it is a synonym for !"
Uniform Resource Identifier (URI);

Strictly, the idea of a uniform syntax !"
for global identifiers of network-retriev-
able documents was the core idea of 
the World Wide Web. 

A U3'-.#0 J%A.@#(% *>%3"'-'%# (UJ*) is 
a compact string of characters used to 
identify or name a resource. The main 
purpose of this identification is to enable 
interaction with representations of the re-
source over a network, typically the World 
Wide Web, using specific protocols. URIs 
are defined in schemes defining a specific 
syntax and associated protocols.

Web Browser
A 4%M W#.2A%# is a software applica-
tion installed on the user's computer that 
enables to display and interact with text, 
images, and other information typically lo-
cated on a web page at a website on the 
World Wide Web or a local area network. 
Text and images on a web page can con-
tain hyperlinks to other web pages at the 
same or different website. Web browsers 
allow a user to quickly and easily access 
information provided on many web pag-
es at many websites by traversing these 
links. Web browsers format HTML infor-
mation for display, so the appearance of 
a web page may differ between brows-
ers. Some of the web browsers available 
for personal computers include Internet 
Explorer, Firefox, Opera, Safari, Mozilla.

Content Management System - CMS

A +.3"%3" C$3$&%0%3" !EA"%0 (+C!) 
is a software system installed on your web 
hosting server, used for content manage-
ment. Content management systems are 
deployed primarily for interactive use by 
a potentially large number of contributors. 
The content managed includes computer 
files, image media, audio files, electronic 
documents and web content. CMS allows 
the website to be updated any time, from 
everywhere, without any technical skills, 
neither HTML language knowledge. 

Blog
A M6.& is a website where entries are writ-
ten in chronological order and commonly 
displayed in reverse chronological order. 
Blog can also be used as a verb, mean-
ing to maintain or add content to a blog. 
Many blogs provide comments or news 
on a particular subject such as food, 
politics, or local news; others function as 
more personal online diaries. A typical 
blog combines text, images, and links to 
other blogs, web pages, and other media 
related to its topic. The ability for readers 
to leave comments in an interactive for-
mat is an important part of many blogs. 

Wiki
A 2'Di is collaborative software (website) 
that allows users to create, edit and link 

A CMS facilitates the organization, 
control, and publication of a large 
body of documents and other con-
tent, such as images and multime-
dia resources0 A CMS would also be 
used as an archive0 Many organiza-
tions use a CMS to store files in a 
non-proprietary form0 
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web pages easily. Wikis are often used 
to create collaborative websites and to 
power community websites. Wikis are 
sometimes described as the simplest da-
tabase that can possibily work. One of the 
best-known wikis is Wikipedia, an online 
encyclopedia. 

Internet Forum
An *3"%#3%" -.#@0 is a web application 
for holding discussions and posting user 
generated content. Internet forums are 
also commonly referred to as web forums, 
message boards, discussion boards, 
(electronic) discussion groups, discussion 
forums, bulletin boards, fora (the Latin 
plural) or simply forums. The terms forum 
may refer to the entire community or to a 
specific sub-forum dealing with a distinct 
topic. Messages within these sub-forums 
are then displayed either in chronological 
order or as threaded discussions.

Mailing List
A 0$'6'3& 6'A" is a collection of names and 
addresses used by an individual or an 
organization to send material to multiple 
recipients. The term is often extended to 
include the people subscribed to such a 
list, so the group of subscribers is referred 
to as a mailing list, or simply a list0

At least two quite different types of mail-
ing lists can be defined: the first one is 
closer to the literal sense, where a mail-
ing list of people is used as a recipient for 
newsletters, periodicals or advertising. 
The second type allows members to post 
their own items, which are broadcast to 
all of the other mailing list members.

9i''0<ination

Newsletter
A 3%2A6%""%# is a regularly distributed 
publication generally about one main 
topic that is of interest to its subscribers. 
Many newsletters are published by asso-
ciations and organizations to provide in-
formation of interest to their members. 

RSS
J!! is used to refer to the formats Re-
ally Simple Syndication. RSS is a fam-
ily of Web feed formats used to publish 
frequently updated content such as blog 
entries, news headlines or podcasts. An 
RSS document, which is called feed, web 
feed, or channel, contains either a sum-
mary of content from an associated web 
site or the full text. RSS makes it possible 
for people to keep up with their favorite 
web sites in an automated manner that is 
easier than checking them manually. RSS 
content can be read using software called 
a feed reader or an aggregator. 
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a very strong lock on your office door, 
but a malicious intruder could delete 
your archives through the Internet. You 
may whisper a comment to a friend, but 
would maybe think twice before writing 
the same comment on a postcard. What 
about e-mail? Computers and networks 
open a whole new area of interest for se-
curity experts… and curious people.

T"r0at Ko10l'
First of all, no system is perfect. We can, 
however, raise the level just a bit higher, 
especially on the most sensitive informa-
tion. It is therefore important to analyse 
the two factors:

What resources we expect an attacker !"
to have available,

What attacks we can expect.!"

In other words, what do they know, what 
tools they have and what they are ready 
to do. For example, what is the attacker 
searching for?  Does your website or of-
fice computers host sensitive information, 
such as personal, financial or strategic in-
formation? What kind of attacker can you 

While activists, not-for-profits or com-
munity organisations may not nec-

essarily need to worry as much as banks 
or governments, small bits of information, 
trivial or not, flow on the Internet from net-
work to network, from inboxes to forums 
or a quick chat by instant messenger. 
Can other people read that information? 
Does the information have any value to 
them? Is there a way to have a minimum 
of privacy not to worry about such ques-
tions? No matter whether you are plan-
ning street protests or logging personal 
information about your beneficiaries, it is 
important to estimate the risks.

Is there a difference between digital secu-
rity and regular security? You could have 

I n t e r n e t    
M o d u l e  1 0

The aim of this module is to 

provide the basic notions of 

security on the Internet, such as 

threat models and risks. It wi l l 

also aim at providing an over-

view of various security-relat-

ed software and wil l suggest a 

few good and simple practices 

to avoid a disaster so that you 

can avoid becoming excessively 

paranoid.
lSecurity is not a product, it is a 
process^

Bruce Schneier, Secrets and Lies
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expect? At the same time, this means that 
we will accept to ignore certain threats, 
calculated risks.

For example, does an attack cost more 
than what is gained from it? Does the pro-
tection from an attack cost more than the 
consequences of the attack? Is an attack 
very likely to happen? On one hand, more 
security mechanisms mean more main-
tenance and more costs. On the other 
hand, small tricks can save a lot of time 
and money.

T"r00 D'302t' oE  
>02Lrit?
To better understand where attacks come 
from and how we can protect ourselves 
from them, we can separate them in three 
different areas:

Humans:!"  we interfere with computers

Software:!"  they safeguard our work on 
our computers

Communication:!"  information sent from 
one computer to another

Each of these areas has different threat 
models, risks and solutions, which we will 
examine below.

Human Factor
A human is often the weakest link in the 
chain. A human wants to get their work 
done, easily, quickly and without prob-
lems. This is often exploited.

One attack is called A.('$6 %3&'3%%#'3&. 
It is the art of persuading another person 
to do what you want. Good social engi-
neers are people with good social skills, 
who do not necessarily need to know a 
lot of technical information, just key terms 
and good acting. 

For example, an attacker could call the 
company hosting your website and con-
vince them to change the password so 
that he/she may login without actually 
going through the difficult task of finding 
vulnerability in the software of the server 
hosting the website.

Simple solutions to the above include: 
be curious, ask more questions; ask for 
documents that can help to identify the 
other person; if a person is asking suspi-
cious questions over the phone, ask for 
their phone number so that you can call 
back when you have the answers to their 
questions. Most importantly, never trust 
e-mail, it is easy to falsify in most circum-
stances. We will see this more in detail 
under Communication.

A second type of attacks caused by hu-
mans, perhaps the most frequent, is B@F
0$3 %##.#A. The most typical case is the 

S e c u r i t y 

lSecurity is a chain a it is as weak, 
as the weakest link^

Bruce Schneier, Secrets and Lies
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accidental deletion of files. Files may also 
be deleted by accident by a colleague or 
friend borrowing the computer for only a 
few minutes. 

Considering the many possible causes 
that may lead to files  be deleted by ac-
cident, such as a hardware malfunction 
(hard disk failure), fire or theft, having a 
regular backup of all your work or person-
al files is essential. And of course, keep 
that backup in a secure place, preferably 
in a different physical location in case of 
fire or theft.

A third type of attacks is those caused by 
0$6'('.@A '3A'>%#A: staff within your or-
ganisation who have bad intentions. They 
are difficult to stop because they are the 
people that you usually have to trust and 
rely on. 

Here are some suggested solutions:

Have a different user account for each !"
person who has access to the office 
computers or servers. It will help to iden-
tify who was responsible for a breach 
and therefore discourage attempts.

When technically possible, have differ-!"
ent access levels. Avoid giving admin-
istrative access. 

Close accounts or change passwords !"
when a member of your staff leaves 
your organisation.

Software
Software interprets our actions and ma-
nipulates the data we work with. This is 
an interesting opportunity to hide, distort 
or redirect information, or to use a com-
puter for other tasks. Historically, the dis-
tribution of malicious software has been 

done in three ways: viruses, worms and 
Trojans.

In the beginning, malicious software used 
to be written mostly for fun, to experi-
ment, although they often spread much 
more than their author expected. These 
days, malicious software is generally 
used for profit. The aim of malware can 
be categorised in three categories: ad-
ware, spamware and spyware.

Adware is a type of software which au-
tomatically displays advertising mate-
rial on a computer after the software is 
installed on it or while the application is 
being used. For example, after installing 
a new screensaver downloaded from the 
Web, a window mysteriously appears on 
the screen every five minutes. 

N 0 ? 7 o r 1 '

 Jiruses spread by infecting a 
host and then spreading when that 
host is in contact with other com-
puters, such as by infecting a floppy 
disk or MS Word documents0 

 Worms also spread automat-
ically, but without requiring a host, 
usually using a network and gaining 
access using known security prob-
lems0 

  Trojans are pieces of soft-
ware that the user installs thinking 
it is something else, such as a nice 
screensaver or fun smiley icons that 
can be used for chatting0
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Spamware is a type of software, which 
sends unsolicited e-mail (spam, junk mail) 
to other people, using your computer. 

Spyware is similar to adware but usually 
aims at collecting information from your 
computer (such as passwords, banking 
information or browsing habits) and send-
ing it back to a third-party.

Since most malicious software spread 
through the web or by e-mail, one simple 
solution is to install a web browser and 
e-mail client, which is security-oriented, 
preventive. For example, the Mozilla Fire-
fox web browser, and the Mozilla Thun-
derbird e-mail client. The next logical step 
is to make sure that the software you use 
is always up to date. 

No matter how secure an application 
claims to be, there are always bugs, 
which may cause security issues. Finally, 
if a virus, worm or Trojan causes too many 
problems on your computer, make sure 
you do regular backups of your files.

Communication
E-mail and instant messengers have of-
ten become essential tools for the daily 
activities of many groups, who collabo-
rate using the Internet. However, this also 

means that information once communi-
cated from one office room to another 
is now communicated from one office to 
another, using the Internet.

The first risk is !" confidentiality, a typical 
e-mail may pass through dozens of dif-
ferent Internet servers before arriving 
to its destination.

The second risk is !" integrity, while trav-
elling to its destination, there is no way 
to prove that the message was not 
modified. 

The third risk is !" authentication, it is dif-
ficult to prove who wrote the e-mail, 
which you have just received. E-mails 
have no handwriting, voice or other 
easily recognisable features, which 
aren't trivial to impersonate.

Encryption provides a solution to most of 
these risks. Encryption usually requires 
both parties to have a common secret, a 
shared key, which only they know. How-
ever, on the Internet, it is difficult to have 
a known secret with complete strangers. 
Therefore, most encryption methods used 
on the Internet use what is called “public-
key encryption”. 

The encryption uses a set of public keys 
to encrypt, and a set of private keys to 
decrypt. The public keys can therefore be 
publicly announced, since they can only 
be used to encrypt information. Although 
this sounds too good to be true, it uses 
rather simple mathematical formulas dis-
covered in the 1970s.

Robert T0 Morris released the most 
famous worm in CFLL0 Aproximately 
?III computers were crashed be-
cause of a bug in the worm, CIy 
of the Internet_s computers at the 
time0
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Secure Communication
!!V %3(#E1"'.3 is often used on the web 
to protect the confidentiality of sensitive 
information such as for submitting credit 
card information. Few sites, however, 
use it for protecting web mail. Most web 
browsers show a small lock in a corner of 
the window when the page is encrypted 
by using SSL. Also, the address of the 
page should show https instead of http. 

There are many other benefits and risks 
related to SSL encryption, but they are 
slightly beyond the scope of this chapter. 

A similar type of encryption can be used 
for instant messenger communications. 
For example, the popular Free Software 
Pidgin (formerly known as Gaim), has a 
plugin called Off the record NI,JO. Not 
only does OTR have a way to ensure the 
privacy, integrity and authentication of a 
conversation, it also uses a trick which 
provives that at the end of the conversa-
tion a third-party cannot prove that the 
conversation was held. 

Indeed, if a conversation is authenticated, 
then if the encryption keys are discovered, 
it could be held as proof in court, for ex-
ample. This is where OTR gets its name, 
once the conversation finished, it cannot 
be proved that it was authenticated.

F inally, you can use X3@5X, the GNU 
privacy guard, to protect e-mail com-

munications0 Most e-mail clients have a 
plug-in to support it, such as Thunderbird 
or Evolution0 It is even possible to use it in 
web mail by using a Firefox plug-in called 
FireGPG0 However, one inconveniency to 
using these tools is that both sides must 
have equivalent software installed0

>oEt7ar0
Encrypted/authenticated e-mail: Enig-1. 
ma extension for Mozilla Thunderbird, 
http:%%enigmail0mozdev0org% 

 Note: To use Enigma, you must first 
install GnuPG. There is a good how-to 
on the Enigma website   
(http:%%enigmail0mozdev0org%gpg-
conf0html).

Encrypted Instant Messaing: 2. Off-
the-record plugin for Pidgin (formerly 
Gaim),      
http:%%www0cypherpunks0ca%otr%

FireGPG plug-in for the Firefox web 3. 
browser, http:    
%%firegpg0tuxfamily0org% 

The encryption uses a set of public 

keys to encrypt, and a set of private 

keys to decrypt0 The public keys can 

therefore be publicly announced, 

since they can only be used to en-

crypt information0
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G0a1 Kor0 on t"0 To3i2
On the Web:

Cryptogram: free monthly e-mail news-!"
letter from security expert Bruce Sch-
neier,      
http:%%www0schneier0com%crypto-
gram0html 

Security Focus: news, columns and !"
security alerts,     
http:%%www0securityfocus0com% 

NGO in a Box - Security Edition CD, !"
September 2005,     
http:%%security0ngoinabox0org 

Wikipedia article on public-key cryp-!"
tography:     
http:%%en0wikipedia0org%wiki%Pub-
lic-keyfcryptography 

Books:
Secret and Lies, Bruce Schneier, Wi-!"
ley Computer Publishing, http:%%www0
schneier0com%book-sandl0html 

The Code Book, Simon Singh,  !"
http:%%www0simonsingh0net%Thef
CodefBook0html



68     

Therefore, W3C has published a set of 
guidelines so that websites may be ac-
cessible to as many people as possible. 
Most governments and funding organi-
zations require that these guidelines are 
respected in the same way  government 
or institutional buildings must be acces-
sible to everyone (i.e. wheelchair ramps, 
braille elevator keys, etc.)

It has positive secondary effects as well. 
For example, it could increase your vis-
ibility on search engines, such as Google 
and Yahoo, since their crawlers can bet-
ter access and “understand” the informa-
tion on your website when indexing it.

D220''iFl0 to W"o-
For those unfamiliar with accessibility is-
sues related to Web page design, consid-
er that many users may be visiting your 
Web site from conditions and contexts 
very different to your own:

They may not be able to see, hear, !"
move, or may not be able to process 
some types of information easily or at 
all.

They may not be able to use a key-!"
board or mouse.

They may have a text-only screen, a !"
small screen, or a slow Internet con-
nection.

They may have an early version of a !"
browser, a different browser entirely, a 
voice browser, or a different operating 
system.

They may not speak or understand flu-!"
ently the language in which the docu-
ment is written.

Web Accessibi 
M o d u l e  1 1

This module explains how to 
make Web content accessi-

ble to people with disabi l it ies. It 
aims at providing the most im-
portant accessibi l ity elements to 
consider when bui ld ing a website 
so that you can make informed 
decis ions when deal ing with web 
designers.

TIP: The World Wide 
Web Consortium 

dWDCe is an international con-
sortium where member organi-
zations, a full-time staff, and the 
public work together to develop 
Web standards0 WDC_s mission 
is: To lead the World Wide Web 
to its full potential by develop-
ing protocols and guidelines that 
ensure long-term growth for the 
Web0 The director of the WDC is 
Tim Berners-Lee, inventor of the 
World Wide Web0
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T"0<0' oE D220''iFl0 
90'ign
Creating an accessible design is sepa-
rated into two themes: ensuring graceful 
transformation (explained in guidelines 1 
through 11), and making the content un-
derstandable and easy to navigate (ex-
plained in guidelines 12 to 14).

Pages that transform gracefully remain 
accessible despite any of the constraints 
described above.

Separate structure from presentation. !"
For example, separate the html-design 
from the content of the website. 

Provide the textual equivalent to im-!"
ages.

Create documents that work even if !"
the user cannot see and/or hear. Us-
ers who are blind can use special soft-
ware for speech synthesis or braille 
displays.

Making content understandable and easy 
to navigate pertains not only to making 
the language clear and simple, but also 
providing understandable mechanisms 
for navigating within and between pages.

Not all users can make use of visual cues 
such as proportional scroll bars, or graph-
ics that guide sighted users of graphical 
desktop browsers. Users also lose con-
textual information when they can only 

view a portion of a page, either because 
they are accessing the page one word at a 
time (speech synthesis or braille display), 
or one section at a time (small display, or 
a magnified display). Without orientation 
information, users may not be able to un-
derstand very large tables, lists, menus, 
etc.

6o7 8Li10lin0' Dr0 
RrganiU01
Each guideline listed below includes a 
brief overview and a list of checkpoints 
to satisfy the basic priority (Priority 1 for 
Level A).

In the reference document of W3C, each 
checkpoint has a priority level based on 
the checkpoint’s impact on accessibility.

Priority 1:1.  Websites must satisfy this 
checkpoint. Otherwise, one or more 
groups will find it impossible to access 
information in the document. A website 
conforms to level A when it satisfies all 
priority 1 checkpoints.

Priority 2:2.  Websites should satisfy this 
checkpoint. Otherwise, one or more 
groups will find it difficult to access in-
formation in the document. A website 
conforms to level Double-A when it sat-
isfies all priority 1 and 2 checkpoints.

 lity Guidelines 
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Priority 3:3.  Websites may address this 
checkpoint. Otherwise, one or more 
groups will find it somewhat difficult to 
access information in the document. 
Satisfying this checkpoint will improve 
access to Web documents. A website 
conforms to level Triple-A when it satis-
fies all priority 1, 2 and 3 checkpoints.

For claims of conformance, refer to the 
full document of W3C.

W0F .ont0nt   
D220''iFilit? 8Li10lin0'

Guideline 1. Provide equivalent al-
ternatives to auditory and visual 
content.
Provide content that, when presented to 
the user, conveys essentially the same 
function or purpose as the auditory or 
visual content. Although some people 
cannot use images, movies, sounds, etc. 
directly, they may still use pages that 
include equivalent information to the vi-
sual or auditory content. For the user, 
the equivalent information must serve 
the same purpose as the visual or audi-
tory content. Thus, a text equivalent for 
an image of an upward arrow that links to 
a table of contents could be Go to table 
of contents. In some cases, an equivalent 
should also describe the appearance of 
visual content (e.g., for complex charts or 
diagrams) or the sound of auditory con-
tent (e.g., for audio samples used in edu-
cation).

Checkpoint: Provide a text equivalent 
for every non-text element (e.g., via alt, 
longdesc, or in element content). This 
includes: images, graphical representa-

tions of text (including symbols) and ascii 
art (such as smileys).

Guideline 2. Don’t rely on colour 
alone.
Ensure that text and graphics are under-
standable when viewed without colour. 
People who cannot differentiate between 
certain colours and users with devices 
that have non-colour or non-visual dis-
plays will not receive the information.

Checkpoint: Ensure that all information 
conveyed with colour is also available 
without colour, for example from context 
or by using HTML markup.

Guideline 3. Use markup and style 
sheets and do so properly.
Mark up documents with the proper struc-
tural elements. Use style sheets (CSS). 
Misusing HTML markup for a presenta-
tion effect (e. g., using a table for layout or 
a header to change the font size) makes 
it difficult for users with specialized soft-
ware to understand the organization of 
the page or to navigate through it.

Checkpoint: Use header elements to con-
vey document structure and use them ac-
cording to specification. For example, in 
HTML, use H2 to indicate a subsection of 
H1. Do not use headers for font effects. 
(Priority 2)

Guideline 4. Clarify natural lan-
guage usage.
Use HTML markup that facilitates pronun-
ciation or interpretation of abbreviated or 
foreign text. When abbreviations and 
natural language changes are not iden-
tified, they may be indecipherable when 
machine-spoken or translated to braille.

71

Web Accessib i l i ty  Guidel ines

Checkpoint: Clearly identify changes in 
the natural language of a document’s text 
and any text equivalents (e. g., captions). 
For example, in HTML use the lang attri-
bute.

Guideline 5. Create tables that 
transform gracefully.
Ensure that tables have necessary HTML 
markup to be transformed by accessible 
browsers and other user agents.

Checkpoint: For data tables, identify row 
and column headers. For example, in 
HTML, use TD to identify data cells and 
TH to identify headers.

Guideline 6. Ensure that pages fea-
turing new technologies transform 
gracefully.
Ensure that pages are accessible even 
when newer technologies are not sup-
ported or are turned off.

Checkpoints:

Organize documents so that they may !"
be read without style sheets.

Ensure that pages are usable when !"
scripts or other programmatic objects 
are turned off (for example, Flash and 
JavaScript). If this is not possible, pro-
vide equivalent information on an alter-
native accessible page.

Guideline 7. Ensure user control of 
time-sensitive content changes.
Ensure that moving, blinking, scrolling, or 
auto-updating objects or pages may be 
paused or stopped.

Checkpoints:

Avoid causing the screen to flicker. For !"
example, do not use the blink or mar-
quee (scrolling text) elements. If there 
is scrolling text, make sure that the 
user can control it. 

Avoid having a page which displays a !"
message (such as an error message) 
for a number of seconds before redi-
recting to another page (unless it is a 
page which has moved to another ad-
dress).

Guideline 8. Ensure direct accessi-
bility of embedded user interfaces.
Make programmatic elements such as 
scripts and applets directly accessible or 
compatible with assistive technologies 
[Priority 1 if functionality is important and 
not presented elsewhere, otherwise Pri-
ority 2.]

For example, make sure that the user is 
not forced to use a mouse, but may also 
use a keyboard for most functions.

Guideline 9. Design for device-in-
dependence.
This guideline does not apply to the scope 
of this overview.

Guideline 10. Use interim solutions.
Use interim accessibility solutions so that 
assistive technologies and older brows-
ers will operate correctly. For example, 

A o t 0 H
If your website has Flash ani-

mations, make sure that users can still 
navigate the content without Flash0 If 
there is a Flash introduction, make 
sure that there is a link to skip the ani-
mation0
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older screen readers read lists of consec-
utive links as one link. Also, new pop-up 
windows can be very disorienting to many 
users.

Checkpoints:

Do not cause pop-ups or other win-!"
dows to appear and do not change the 
current window without informing the 
user [Priority 2].

Include non-link, printable characters !"
(surrounded by spaces) between ad-
jacent links [Priority 3].

Guideline 11. Use W3C technologies 
and guidelines.
Use W3C technologies when they are 
available and appropriate for a task and 
use the latest versions when supported. 

Checkpoint: Test if your website is valid 
HTML (http://validator.w3.org/) and CSS 
(http://jigsaw.w3.org/css-validator/).

Guideline 12. Provide context and 
orientation information.
Provide context and orientation informa-
tion to help users understand complex 
pages or elements.

Checkpoints:

Divide large blocks of information into !"
more manageable groups when it is 
natural and appropriate [Priority 2].

Associate labels explicitly with their !"
controls. For example, in a form, click-
ing on the label iour name: of a field 
should activate the field it is associ-
ated with: the input box where to type 
your name [Priority 2].

Guideline 13. Provide clear naviga-
tion mechanisms.
Provide clear and consistent navigation 
mechanisms — orientation information, 
navigation menus, a site map, etc. — to 
increase the likelihood that a person will 
find what they are looking for on your 
site.

Checkpoint: Clearly identify the target of 
each link. For example, do not use here 
or this page as a name of a link. For more 
information refer to Module 2 [Priority 2].

Guideline 14. Ensure that documents 
are clear and simple.
Ensure that documents are clear and 
simple so they may be more accessible 
and easily understood. Consistent page 
layout, recognizable graphics, and easy 
to understand language benefits all us-
ers. Using clear and simple language pro-
motes effective communication.

Checkpoints: Use the clearest and sim-
plest language appropriate for a site’s 
content.

G0E0r0n20'H
This module is an overview of the Web Ac-
cessibility Guidelines C0I published by the 
World Wide Web Consortium dWDCe0

P0arn Kor0 on t"0 To3i2
The W3C Web Accessibility Guidelines: 
http:%%www0wD0org%TR%WAI-WEB-
CONTENT

The home of the Web Accessibility Initia-
tive: http:%%www0wD0org%WAI%
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Bookmark: A term used in Firefox (for-
merly Netscape) to describe a Web site 
that is marked for later reference. It is 
called a favourite in Internet Explorer. 
Bookmarks offer a convenient means to 
remember pages whose location (URLs) 
you have saved. Bookmarks are stored in 
a list that is saved on your hard disk. 

Bug: A glitch in computer software that 
can cause programs to malfunction.

Chat:  Real time conversation over the 
Internet. For example, Internet Relay 
Chat (IRC) is a protocol that allows you to 
converse with others in real time. IRC is 
structured as a network of Internet serv-
ers, in which channels form chat rooms. 
Instant-messenger services, such as Jab-
ber, MSN or ICQ, are also services which 
can be used for chatting.

Cookie: Small data files stored on your 
computer by some Web sites so that they 
are able to identify your preferences on 
subsequent visits.

Cyberspace: The 3D-expanse of com-
puter networks, in which all audio and vid-
eo electronic signals travel and users can, 
with the proper addresses and codes, ex-
plore and download information.

Data: Information (text, images, mail, 
etc.).

Digital: Refers to information expressed 
in digits, such as binary patterns of ones 
and zeros.

Internet terminology may sound obscure 
and confusing, but they usually have a 

parallel meaning to other terms we use in 
our everyday environment. Here is a list 
of common words used in Internet related 
discussions:

Account: An account is a combination 
of a username and password that identify 
a user. It can be used to access a service, 
such as an Internet connexion, e-mail or 
ftp-account.

Application (Computer Program): 
A set of instructions written in computer 
code that enables a computer to perform 
specific tasks – normally with some help 
from you, the user. For example, an office 
suite or a web browser is an application.

Attachment: An electronic file that you 
add to an email message and send with 
it. For example, when you send a PDF 
document or images in an e-mail, they 
are attachments.

Authentication:  The verification of 
the identity of a person or process. For 
example, a password can authenticate a 
user to a server. There are many forms of 
authentication, such as public key signa-
tures, kerberos and SSL certificates, but 
they are less commonly used. 

Bandwidth: The maximum rate of infor-
mation transfer (measured in bits per sec-
ond) that can be carried by a communica-
tion channel. More bandwidth is required 
for carrying more complex information; 
e.g. in the case of full-motion video as op-
posed to simple voice messages. 

Glossary of  ICT Terms
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Download: To transfer data (programs, 
files) from a computer to a connected 
device, usually from a server to your per-
sonal computer. 

Encoding: When some e-mail massag-
es have to be sent over the Internet, they 
need to be altered. This process is called 
encoding. 

Encryption: A process of scrambling 
communications so that they can not be 
intercepted. On the Internet, people can 
read an encrypted message if they have 
the right electronic keys for that.

Extension: The last characters in a file 
name, after the dot. The extension usu-
ally identifies the program used to create 
the file. For example, the PPT extension 
in presentationC0ppt identifies a Power-
Point document.

Folder: An area where you store simi-
lar material so you can find it later. You 
should create these to store and organize 
the messages you receive, the website 
information you capture and the software 
you download from the Net.

Free Software: Free software is a mat-
ter of the users' freedom to run, copy, 
distribute, study, change and improve the 
software (see Module F for more infor-
mation).

Freeware: Freeware is a computer pro-
gram that is offered at no cost. Freeware 
is not necessarily free software, because 
it does not always provide the freedoms 
free software provides.

Hard disk: A computer component that 
stores your programs and data files. This 

is different from RAM because the in-
formation is stored even if the power is 
turned off.

Home Page: The first page of a web-
site. It is also called the index page of a 
website. 

HTML (Hyper Text Markup Language) 
is the predominant markup language for 
websites. It provides a means to describe 
the structure of text-based information in 
a document — by denoting certain text 
as headings, paragraphs, lists, and so 
on — and to supplement that text with in-
teractive forms, embedded images, and 
other objects. HTML is written in the form 
of labels (known as tags), surrounded by 
angle brackets.

Hyperlink: a hyperlink is a reference or 
navigation element in a document to an-
other section of the same document or to 
another document that may be on a dif-
ferent website.

ICT (information and communications 
technologies) - an umbrella term that in-
cludes any communication device or ap-
plication, encompassing: radio, television, 
cellular phones, computer and network 
hardware and software, satellite systems 
and so on, as well as the various services 
and applications associated with them, 
such as videoconferencing and distance 
learning. 

Internet: The Internet, sometimes called 
simply the Net, is a worldwide system of 
computer networks, in which users at 
any one computer can, if they have per-
mission, get information from any other 
computer (and sometimes talk directly 
to users at other computers). Today, the 
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Internet is a public, cooperative, and self-
sustaining facility accessible to hundreds 
of millions of people worldwide. 

ISP (Internet Service Provider): 
This is an organization that has a hook-up, 
often direct, to the Internet. An individual 
or small organization normally accesses 
the Internet through an ISP.  

Modem: Computer hardware that en-
ables digital data (computer info) to be 
transmitted over analogue transmission 
facilities like telephone or cable television 
lines. 

Moderator: An important person for a 
moderated mailing list (see Module F for 
mailing list). The moderator or a group of 
moderators review the messages posted 
to a mailing list or some newsgroups and 
decide whether they can be released to 
the public.

Network: Two or more computers that 
are linked together (through a modem, a 
cable, a satellite, etc.) and have the ability 
to share files or other resources. Network 
is similar to a city, town or neighbourhood. 
Network can vary from 2 to thousands of 
computers. The roads inside cities or the 
roads connecting cities are called links or 
connections.

On-Line: A comprehensive term em-
bracing the Web, Internet and intranets. 

Server: A computer that provides ser-
vices to another computer, called respec-
tively a client. For example a web server 
will serve web pages. Clients act as visi-
tors or users of the services.

Source Code (commonly just source 
or code): The form in which a computer 
program is written by the programmer, by 
using special programming language for 
the purpose.

Surfing: Looking for interesting things 
on the World Wide Web using search en-
gines and hyperlinks.

Text Editor: A utility program for creat-
ing and modifying text files. This differs 
from a word processor in that the word 
processor often embed special control 
codes or escape sequences in the file to 
control formatting. 

Uploading: The process of sending data 
(text, audio, video) to another computer, 
such as a website hosted on a server.

Web Page: A location where Web infor-
mation is collected and made available, 
normally to anyone with access to the In-
ternet.

WWW or The Web: The World Wide 
Web provides a way of linking the com-
puters on the Internet through HTML 
tags and using hyperlinks that allow you 
to click on a link and advance to another 
location on the Web.

Web Site: A Web site is a collection 
of Web files on a particular subject that 
includes a beginning file called a home 
page. For example, most organizations 
or individuals that have Web sites have a 
single address that they give you. This is 
their home page address. From the home 
page, you can get to all the other pages 
on their site.
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